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European Data Protection Boarc

Report on the application of the GDPR under Article 97

Questions to Data Protection Authorities / the European Data Protection Board

Fields marked with * are mandatory.

1 Introduction

According to Article 97 of the GDPR, the Commission should submit a first report on the evaluation and
review of the Regulation to the European Parliament and the Council by 25 May 2020, followed by reports
every four years thereafter. The Commission’s first report was adopted on 24 June 2020 (the ‘2020 report’).
[1] The next report is due by mid 2024 (the ‘2024 report’).

In this context, the Commission should examine, in particular, the application and functioning of:

® Chapter V on the transfer of personal data to third countries or intemational organisations with
particular regard to decisions adopted pursuant to Article 45(3) of this Regulation and decisions
adopted on the basis of Article 25(6) of Directive 95/46/EC; and

® Chapter VIl on cooperation and consistency.

The GDPR requires that the Commission takes into account the positions and findings of the European
Parliament and the Council, and of other relevant bodies and sources. The Commission may also request
information from Member States and supenisory authorities.

Against this background, this document seeks to obtain the views of the European Data Protection Board
on the abovementioned points. As was also done for the 2020 report, this document also seeks to obtain
information from data protection authorities (DPAs) on their enforcement of the GDPR and on activities
undertaken to promote awareness of data protection rights and obligations.

We would be grateful to receive replies to the below questions (in English) by 15 December 2023.

In 2020, the European Data Protection Board provided a consolidated contribution of the individual replies
of the DPAs to the questionnaire circulated in preparation of the 2020 report.[2] The Commission would be
grateful if the Board would again provide such a contribution, in addition to providing the individual replies

of DPAs. When there are several DPAs in a given Member State, please provide a consolidated reply at



national level. In the context of the preparation of the report, and following the input from other
stakeholders, it is not excluded that we might have additional questions at a later stage.

Please note that your replies might be made public or may be disclosed in response to access to
documents requests in accordance with Regulation (EC) No 1049/2001.

[1] Communication from the Commission to the European Parliament and the Council, Data protection as a
pillar of citizens’ empowerment and the EU’s approach to the digital transition - two years of application of
the General Data Protection Regulation, 24.6.2020 COM(2020) 264 final.

[2] https://edpb.europa.eu/sites/default/files/files/filel/edpb contributiongdprevaluation 20200218.pdf

2 Supervisory Authority

*2.1 Selectyour supervisory Authority
O Austria
) Belgium
© Bulgaria
© Croatia
) Cyprus
©) Czech Republic
©) Denmark
© EDPS
) Estonia
© Finland
© France
@ Germany
O Greece
) Hungary
@ Iceland
@ Ireland
) rtaly
O Latvia
) Liechtenstein
) Lithuania
) Luxembourg
@ Malta
) Netherlands
©) Norway
© poland
) portugal
©) Romania
© Slovakia
©) slovenia

' spain



©) Sweden

3 Chapter V

*3.1 In your view, should the data protection framework of any third country or international
organisation be considered by the Commission in view of a possible adequacy decision?

' Yes
@ No

* 3.3 The Commission is interested in the views of the Board on the third countries for which
enforcement cooperation agreements under Article 50 GDPR should be prioritised, in particular in
light of the volume of data transfers, role and powers of the third country’s supervisory authority
and the need for enforcement cooperation to address cases of common interest. Please mention
the countries that, in your view, should be prioritised and the reasons.

see answer to question 3.4

3.4 Reasons for prioritisation if there should be any:

With regard to enforcementcooperation with third countries we wantto highlightthatin cases, in which the
GDPR is applicable pursuantto Article 3 (2), the enforcementofthe GDPR can be a very challenging task.
This is especiallytrue when controllers or processors thatdon’thave an establishmentwithin the EU don’t
designate arepresentative in the Union. In these cases there neither seems to be the possibility of
implementing administrative fines norto collectthese fines. Therefore, we suggest prioritizing the
establishmentof enforcementagreements with third countries in which significantlylarge numbers of
controllers and processors withoutan EU establishmentare based.

3.5 Are there any other suggestions or points you would like to raise as regardstools for
international transfers and/or enforcement cooperation with foreign partners?



No

4 Chapter VII

In July 2023, the Commission adopted a proposal for a regulation laying down additional procedural rules
relating to the enforcement of the GDPR.[1] The DPAs and the EDPB provided extensive input to the
Commission during the preparation of the proposal and following adoption, the EDPB and the EDPS
adopted a joint opinion on the proposal on 19 September 2023.[2] The questions below focus on DPAS’
application and enforcement of the GDPR and do not seek DPAs’ views on the proposal.

[1] Proposal fora Regulation of the European Parliament and of the Council laying down additional procedural rules relating to the
enforcement of Regulation (EU) 2016/679, COM/2023/348final.

[2] https://edpb.europa.eu/our-work-tools/our-documents/edpbedps-joint-opinion/edpb-edps-joint-opinion-012023-proposal _en

4.1 Cooperation Mechanism

4.1.1 One-stop-shop (OSS) — Article 60 GDPR

The EDPB Secretariat will extract from IMI the numbers regarding the OSS cases where your DPA has
been in the lead and concerned since 25 May 2018

The EDPB Secretariat will extract from IMI the numbers regarding whether your DPA has been in the
situation of the application of the derogation provided for in Article 56(2) GDPR (so-called “local cases’, i.e.
infringements or complaints relating only to an establishment in your Member State or substantially
affecting data subjects only in your Member State).

4.1.1.1 Do you have any comment to make with respect to the identification and handling of local
cases under Article 56(2) GDPR?

© Yes

@ No

*4.1.1.3 Did you raise relevant and reasoned objections?
@ ves
@ No



*4.1.1.4 In how many cases did you raise relevant and reasoned objections?

101

*4.1.1.5 Which topics were addressed?

BfDI: Involvementin allmajor EDPB cases concerning Meta, i.e. Whats Ap, Face-book, Instagram; also
proceedings concerning Twitter and Tik-Tok as well as regular participation/consultation in other
proceedings (Accor, Furnishicon, Google Maps etc.).

BB: sensitivity of credit card paymentdata, appropriateness of Art. 58 measures

BE: In 2023: Violation of Art 5 GDPR, amountoffine

BW: Article 58(2),incomplete investigations, Article 13, anonymization ("lossyhash"), Deceptive Deisgn
patterns, Article 5(1)(a)

BY-LDA: (1) Rightto erasure and retention periods; (2) question of appropriate legal basis for recording
phone calls for training/evaluation purposes with the custommer supportline; (3) amountoffine to be
imposed in acase with avery large number of data subjects

HE: Usually we addressed the use of corrective powers set outin Article 58(2) GDPR.

HH: Most objections adressed general topics such as insufficient legal assessment of the infringements of
Artt. 5,6 (1), 12, 13,49 GDPR, suggested measures under Art. 58(2) GDPR or the proposed amountofa fine
under Art. 83 GDPR

NI: Art. 6 1 GDPR, fines

NW: lawfulness of processing, fines, implementation of data subjects'rights, Art. 5, 6, 12, 13, 14, 17 GDPR,
SN: Is the defendant always a controller and never a processor in cases, where the use of a programm is
not regulated bythe GDPR because ofthe household exception (Art. 2 Il c GDPR)?

*4.1.1.6 In how many did you reach consensus with the LSA?

BfDI:

- there are only a few known cases where an explicit agreement has been reached.

- in the cooperation procedures for Whats App entries, an assessmentis difficultbecause Ireland "solves"the
cases itselfand we are not involved in the decision-making.

BB:5

BE:

- RRO regarding Art. 5: Went into Art. 65, EDPB agreed that Art. 5 was violated

- RRO regarding amount offine: still pending

BW: 1

BY-LDA: 2

HB,MV,RP,SH,SL,ST,TH: not specified

HE: In all the cases in which we raised relevantand reasoned objections (4). We have never initiated the
dispute resolution procedure provided forin Article 65 GDPR.

HH: In two cases. In one case the LSA suggested arevised draftdecision which we accepted,in one case
we had withdrawn our objection.

NI 1

NW: 5

SN: 1

4.1.2 Mutual assistance — Article 61 GDPR



*4.1.2.1 Did you ever use Mutual Assistance -Article 61 procedure in the case of carrying out an
investigation?
@ vYes
© No

*4.1.2.3 Did you ever use Mutual Assistance - Article 61 procedure in the case of monitoring the
implementation of a measure imposed in another Member State?
@ Yes
) No

*4.1.2.5 Whatis your experience when using Mutual Assistance - Article 61 procedure?

BfDI: Mutual assistance was used, in particular on the status offurther (investigative) measures taken bythe
DPC againstWhatsApp inimplementation ofthe EDPB-WA decision.

Feedback from SAs that did not use Mutual Assistance - Article 61 in the case of monitoringthe
implementation ofa measureimposed in another Member State - for your information:

BB: sofar we had no reason to assume thatthe LSA doesn'ttake care of the implementation ofa measure.
BE: In accordance with the IMI bestpractices, the Berlin DPAto date relied on Art. 60 voluntary mutual
assistancerequests, which have sufficed

BW: So far our SA never had the need to use this formal procedure

BY-LDA: There was no case in which we deemed such monitoring to be adequate and useful.

HE: We did not see a need for monitoring the implementation ofa measure imposed in another Member
State.

MV: No concerned complainantin our jurisdiction in the relevantOSS cases, lack of resources for ex officio
monitoring

NI: There has been no need for the application of this procedure so far.

NW: Triggering a formal mutual assistance procedure with narrow time limitcorsetshould be reserved for
cases inwhich aninformal requestis impossible. Such cases have notemerged here. ltwas regulary
possible to clarifyall the necessaryissues.

SH: We did not have any relevant cases.

SL: There hasn't been an occasion for using an Article 61 procedure.

SN: So far, the situation, where the SDPTC was a CSA and there was not another national leading
Supervisory Authority, there was no reason to doubtthe implementation ofthe imposed measures. ST:

Any problems could be resolved by Voluntary Mutual Assistance.

TH: Due to the constellation of the case, it was not appropriate to.

4.1.3 Joint operations — Article 62 GDPR

*4.1.3.1 Did you ever use the Joint Operations - Article 62 procedure (both receiving staff from
another DPA or sending staff to another DPA) in the case of carrying out an investigation?
@ Yes
7 No

*4.1.3.3 Did you ever use Joint Operationsin the case of monitoring the implementation/enforcement
of a measure imposed in another Member State?
7 Yes
@ No



*4.1.3.4 Could you explain why you have never used Joint Operations - Article 62 procedure for
implementation/enforcement of a measure imposed in another Member State?

BfDI: notinvolved, as no jointaction in the area of responsibilityof Department23 (Telemedia and
Messenger services), there has so far been no reason to use such a procedure for the implementation
/lenforcementofa measure imposed in another Member State. For the rest, the implementation of pan -
European responsible persons is mostlycarried outuniformlyacross Europe.

BE: In accordance with the IMI bestpractices, the Berlin DPAto date relied on Art. 61 voluntary mutual
assistancerequests, which have sufficed.

BY-LDA: There was no case in which we deemed this to be appropriate and useful.

HE: We did not see a need for monitoring the implementation ofa measure imposed in another Member
State.

*4.1.3.5 What is your experience when using Joint operations - Article 62 procedure?

The Berlin DPA has participated in one Art. 62 procedure with the CNIL where information regarding data

breaches was exchanged. The case is still ongoing.

4.2 Consistency mechanism

4.2.1 Urgency Procedure — Article 66 GDPR

*4.2.1.1 Did you ever adopt any measure under the urgency procedure?
@ vYes
@ No

*4.2.1.2 How many measures did you adopt under the urgency procedure?

1

*4.2.1.3 Did you request an urgent binding opinion or decision of the EDPB under Article 66(2)
GDPR?
@ ves
) No

4.3 European Data Protection Board



The EDPB Secretariat will provide an indicative breakdown of the EDPB work according to the tasks listed
in Article 70 GDPR and of the EDPB Secretariat resources allocated to complete the tasks listed in Article
75 GDPR, including on Article 64, 65 and 66 GDPR procedures, as well as on litigations.

4.3.1 How much resources (Full-time equivalent) does your DPA allocate to participation in EDPB
activities?
FTE

16

20420 This is only the sum ofthe SAs that were able to
*
provide numbers. Figures forthree German SAs,
including the two largest SAs, are missing. The

total number for Germanyis higher.

16

20421 This is only the sum ofthe SAs that were able to
*
provide numbers. Figures forthree German SAs,
including the two largestSAs, are missing. The

total number for Germanyis higher.

17

20422 This is only the sum ofthe SAs that were able to
*
provide numbers. Figures forthree German SAs,
including the two largest SAs, are missing. The

total number for Germanyis higher.

26

20+23 This is only the sum ofthe SAs that were able to
*
provide numbers. Figures fortwo German SAs,

including the second largestSA, are missing. The
total number for Germanyis higher.

25

20:24 (F f This is only the sum ofthe SAs that were able to
orecas
provide numbers. Figures forthree German SAs,
including the second and third largest SAs, are

missing. The total numberfor Germanyis higher.

4 4 Human, technical and financial resources for effective cooperation and
participation to the consistency mechanism



4 4.1 How many staff (full-time equivalent) hasyour DPA?

Comments
20%20 911,77 -
20%21 999,81 -
2022 1045,57 -
20%23 1099,97 -
20424 (Forecast) 109497 The value for 2024 is onlythe sum ofthe SAs that were able to provide

numbers (17 outof 18). The total number for Germanyis higher.




4.4.2 Whatis the budget of your DPA? Please provide the figures (in euro)

BUDGET (€)
20+20 85.491.920
2021 97.450.800
20%22 112.999.530
20+23 120.628.140
77.957.130

This is onlythe sum of the SAs that were able

20+24 (Forecast
( ) provide numbers (17 out of 18). Figures for BfDI
as the largest SA are missing. The total number

for Germanyis higher.

*4 4 3 Is your DPA dealing with tasks beyond those entrusted by the GDPR, including under the new
EU legislation adopted under the Data Strategy?
© Yes
) No

*4 4 4 Please provide an indicative breakdown between those tasks and those entrusted by the
GDPR.

In addition to the tasks entrusted bythe GDPR, most German DPAs perform tasks entrustedbythe national
legislation implementing Directive (EU)2016/680 and all German DPAs perform tasks entrusted bythe
national legislation implementing Directive (EU) 2002/58. In addition, some German DPAs control public
bodies with regard to rights of access to documents and information (“freedom of information”), as provided
in the respective national legislation. Tasks entrusted bythe GDPR amountfrom 80-95 % while othertasks
may amount from 5-20 %, all depending on the respective national legislation. An exact indicative

breakdown can therefore notbe given.

4.4.5 Please explain, if needed:

10



BfDI: The Federal Commissioner for Data Protection and Freedom of Information is in charge of data
protection supervision at the public federal authorities within the scope of the GDPR. Besides this
competence in the public sector, the supervisorycompetencein the private sectoris limited to supervision of
companies providing telecommunications or postal services.

The tasks ofthe Federal Commissioner for Data Protection and Freedom of Information beyond those
entrusted by the GDPR are the following:

- Monitoring and enforcement ofthe implementation of Directive (EU) 2016/680 atfederal public bodies (e.g.
Federal Police or Federal Criminal Police Office).

- Supervision ofbodies which do notfall within the scope of Union law (e. g. intelligence services, Federal
Armed Forces, the Bundestag and companies falling under the Security Clearance Act).

- In addition, there are special tasks alike certification according to the De-Mail-law.

- The Federal Commissioner acts as ombudsperson as regards requests foraccessto information according
to the German Federal Freedom of Information Act.

Breakdown: Tasks entrusted by GDPR: approximately 85 %; other tasks: 15 %

BY-LDA: No other tasks beyond GDPR

MV: 90 % GDPR / 10 % IFG (access to documents)

SN: This supervisoryAuthority functions notonly as a Supervisory Authority according to the GDPR andin
the scope ofthe Law EnforcementDirective, butalso as a Transparency Comissioner.

TH: 85 % to 15 %

4.4.6 How would you assess the sufficiency of the resources from your DPA from a human,
financial and technical point of view?

Sufficient Insufficient

* Human Resources @
* Financial resources @
@

* Technical Means

*4.4.7 isyour DPA properly equipped to contribute to the cooperation and consistency mechanisms?

" Yes
@ No

*4.4.8 How many persons (FTE) work on the issues devoted to the cooperation and consistency
mechanisms?

24.2 (This is only the sum of the SAs that were able to provide numbers (16 out of 18). The total number for Germany
is higher.)

5 Enforcement

5.1 Complaints

11



5.1.1 The number of complaints (excluding requests for information) received by your DPA.

Nuxmberof Complaints

2018 2019

20.220 28.337

This is only the sum ofthe
SAs that were able to
provide numbers (15 out of
18). The total numberfor
Germanyis higher.

This is only the sum ofthe
SAs that were able to
provide numbers (16 outof
18). The total number for
Germanyis higher.

2020

22776

This is only the sum ofthe
SAs that were able to
provide numbers (16 outof
18). The total number for
Germanyis higher.

2021

37.090

This is only the sum ofthe
SAs that were able to
provide numbers (16 outof
18). The total number for
Germanyis higher.

2022

32.300

This is only the sum ofthe
SAs that were able to
provide numbers (16 outof
18). The total numberfor
Germanyis higher.

2023

19.197

This is only the sum ofthe
SAs that were able to
provide numbers (15 outof
18). The total number for
Germanyis higher.

12



5.1.2 The number of complaints where your DPA wasin the lead

Th*e number of complaints
received directly from
complainants

Th*e numberofcomplaints
received from another DPA
through the OSS.

2018

13

This is only the sum ofthe
SAs that were able to provide
numbers (9 outof18). The
total numberfor Germanyis
higher.

12

This is only the sum ofthe
SAs that were able to provide
numbers (12 outof18). The
total number for Germanyis
higher.

2019

35

This is only the sum ofthe
SAs that were able to provide
numbers (10 outof18). The
total numberfor Germanyis
higher.

51

This is only the sum ofthe
SAs that were able to provide
numbers (12 outof18). The
total numberfor Germanyis
higher.

2020

25

This is only the sum ofthe
SAs that were able to provide
numbers (10 outof18). The
total number for Germanyis
higher.

33

This is only the sum ofthe
SAs that were able to provide
numbers (12 outof18). The
total numberfor Germanyis
higher.

2021

55

This is only the sum ofthe
SAs that were able to provide
numbers (10 outof18). The
total number for Germanyis
higher.

39

This is only the sum ofthe
SAs that were able to provide
numbers (12 outof18). The
total number for Germanyis
higher.

2022

22

This is only the sum ofthe
SAs that were able to provide
numbers (10 outof18). The
total numberfor Germanyis
higher.

18

This is only the sum ofthe
SAs that were able to provide
numbers (12 outof18). The
total number for Germanyis
higher.

2023

This is only the sum ofthe
SAs that were able to provide
numbers (10 outof18). The
total numberfor Germanyis
higher.

29

This is only the sum ofthe
SAs that were able to provide
numbers (12 outof18). The
total numberfor Germanyis
higher.

13



5.1.3 The number of complaintsreceived by your DPA and forwarded to the lead DPA.

Nuxmberof Complaints

2018

134

This is only the sum ofthe
SAs that were able to
provide numbers (11 outof
18). The total numberfor
Germanyis higher.

2019

305

This is only the sum ofthe
SAs that were able to
provide numbers (11 outof
18). The total number for
Germanyis higher.

2020

421

This is only the sum ofthe
SAs that were able to
provide numbers (11 outof
18). The total number for
Germanyis higher.

2021

376

This is only the sum ofthe
SAs that were able to
provide numbers (11 outof
18). The total number for
Germanyis higher.

2022

255

This is only the sum ofthe
SAs that were able to
provide numbers (11 outof
18). The total numberfor
Germanyis higher.

2023

152

This is only the sum ofthe
SAs that were able to
provide numbers (12 outof
18). The total number for
Germanyis higher.

14



5.1.4 The number of complaints relating to national cases resolved through a decision adopted by your DPA.

Nuxmberof Complaints

2018

5310

This is only the sum ofthe
SAs that were able to
provide numbers (8 outof
18). The total numberfor
Germanyis higher.

2019

8209

This is only the sum ofthe
SAs that were able to
provide numbers (10 outof
18). The total number for
Germanyis higher.

2020

9809

This is only the sum ofthe
SAs that were able to
provide numbers (10 out of
18). The total number for
Germanyis higher.

2021

9379

This is only the sum ofthe
SAs that were able to
provide numbers (10 outof
18). The total number for
Germanyis higher.

2022

8291

This is only the sum ofthe
SAs that were able to
provide numbers (9 outof
18). The total numberfor
Germanyis higher.

2023

6316

This is only the sum ofthe
SAs that were able to
provide numbers (9 outof
18). The total number for
Germanyis higher.

15



5.1.5 The number of complaints relating to cross-border cases, resolved through an Article 60 GDPR decision adopted by your DPA[1]. Please
indicate a breakdown of the decisions adopted under Article 60(7), (8) or (9) GDPR.

[1] This does notinclude amicable settlements.

Nu*mber of complaints resolved
through an Article 60(7)
GDPR decision

Nusmber of complaints resolved
through an Article 60(8)
GDPR decision

Nux*mber of complaints resolved
through an Article 60(9)
GDPR decision

2018

This is only the sum ofthe
SAs that were able to provide
numbers (12 outof18). The
total numberfor Germanyis
higher.

2019

11

This is only the sum ofthe
SAs that were able to provide
numbers (12 outof18). The
total number for Germanyis
higher.

This is only the sum ofthe
SAs that were able to provide
numbers (12 outof 18). The
total number for Germanyis
higher.

2020

28

This is only the sum ofthe
SAs that were able to provide
numbers (12 outof18). The
total numberfor Germanyis
higher.

2021

19

This is only the sum ofthe
SAs that were able to provide
numbers (12 outof18). The
total number for Germanyis
higher.

2022

26

This is only the sum ofthe
SAs that were able to provide
numbers (10 outof18). The
total number for Germanyis
higher.

This is only the sum ofthe
SAs that were able to provide
numbers (12 outof18). The
total number for Germanyis
higher.

12

17

2023

16



5.1.6 The total number of complaints resolved through amicable settiement

Nuxmberof Complaints

2018

This is only the sum ofthe
SAs that were able to
provide numbers (12 out of
18).

2019

20

This is only the sum ofthe
SAs that were able to
provide numbers (12 outof
18).

2020

12

This is only the sum ofthe
SAs that were able to
provide numbers (12 outof
18).

2021

53

This is only the sum ofthe
SAs that were able to
provide numbers (12 outof
18).

2022

26

This is only the sum ofthe
SAs that were able to
provide numbers (12 outof
18).

2023

This is only the sum ofthe
SAs that were able to
provide numbers (12 outof
18).

17



*5.1.7 What kind of communication or request do you qualify as a complaint?

Any requestorcommunication irrespective of form, where a natural person seeks intervention bythe DPAIn

circumstances where processing of personal data relating to him or herinfringes GDPR.

5.1.8 For complaints handled by your DPA which you consider to be closed, provide the average
and the median time (in months) from receipt of the complaint (either directly from the complainant
or from another DPA) to closure (e.g. by decision or amicable settle ment).

In months

Those SAs that were able to provide numbers (4
Awerage Time out of 18) reported an average time between 3,1
to 10 months.

Those SAs that were able to provide numbers (3
Mexdian Time out of 18) reported a median time between 4 o 7
months.

9.2 Own-initiative investigations

18



5.2.1 The number of “own-initiative” investigations launched by your DPA since 25 May 2018

Nuxmberof Complaints

2018

1651

This is only the sum ofthe
SAs that were able to
provide numbers (6 outof
18). The total numberfor
Germanyis higher.

2019

1143

This is only the sum ofthe
SAs that were able to
provide numbers (6 outof
18). The total number for
Germanyis higher.

2020

1202

This is only the sum ofthe
SAs that were able to
provide numbers (10 out of
18). The total number for
Germanyis higher.

2021

1673

This is only the sum ofthe
SAs that were able to
provide numbers (9 out of
18). The total number for
Germanyis higher.

2022

1145

This is only the sum ofthe
SAs that were able to
provide numbers (10 outof
18). The total numberfor
Germanyis higher.

2023

833

This is only the sum ofthe
SAs that were able to
provide numbers (10 outof
18). The total number for
Germanyis higher.

19



5.2.2 The number of these investigations that you consider to be closed. Provide the average and the median time (in months) from launch of the

investigation to closure.

Avterage Time

Mexdian Time

Toxtal number of closed
investigations

2018

Those SAs that were able to
provide numbers (2 outof
18)reported an average time
between 4 to 6 months.

Those SAs that were able to
provide numbers (2 outof

18)reported a mediantime
between 3,5to 6 months.

3021

This is only the sum ofthe
SAs that were able to provide
numbers (2 outof18). The
total numberfor Germanyis
higher.

2019

Those SAs that were able to
provide numbers (3 outof
18)reported an average time
between4,5to 14 months.

Those SAs that were able to
provide numbers (2 outof

18)reported a mediantime
between4to 6 months.

3172

This is only the sum ofthe
SAs that were able to provide
numbers (3 outof18). The
total numberfor Germanyis
higher.

2020

Those SAs that were able to
provide numbers (3 outof
18)reported an average time
between 5to 8,5 months.

Those SAs that were ableto
provide numbers (2 outof

18)reported a mediantime
between 5,5to 6 months.

5295

This is only the sum ofthe
SAs that were able to provide
numbers (3 outof18). The
total number for Germanyis
higher.

2021

Those SAs that were able to
provide numbers (3 outof 18)
reported an average time
between5to 14,2 months.

Those SAs that were able to
provide numbers (3 outof 18)
reported a mediantime

between4,5to 15,65 months.

4988

This is only the sum ofthe
SAs that were able to provide
numbers (3 outof18). The
total number for Germanyis
higher.

2022

Those SAs that were able to
provide numbers (3 outof 18)
reported an average time
between4,5to 6 months.

Those SAs that were able to
provide numbers (3 outof 18)

reported a mediantime
between4 to 6,4 months.

3541

This is only the sum ofthe
SAs that were able to provide
numbers (2 outof18). The
total number for Germanyis
higher.

2023

Those SAs that were able to
provide numbers (3 outof 18)
reported an average time
between4,5to 6,7 months.

Those SAs that were able to
provide numbers (2 outof 18)
reported amediantime
between 4 to 6 months.

2795

This is only the sum ofthe
SAs that were able to provide
numbers (2 outof18). The
total numberfor Germanyis
higher.

20



5.3 Corrective measures

21



5.3.1 The number of decisions in which you used your corrective powers [1]

[1] Please reply per number of decisions, not per number of corrective powers used per decision. For instance, if one decision ordered both a ban and a fine, please

reply “1”.
2018 2019 2020 2021 2022 2023
489 1431 2594 2648 3261 1096
This is only the sum ofthe This is only the sum ofthe This is only the sum ofthe This is only the sum ofthe This is only the sum ofthe This is only the sum ofthe
NuxmberofDecisions SAs that were able to provide SAs that were able to provide SAs that were able to provide SAs that were able to provide SAs that were able to provide SAs that were able to provide

numbers (10 outof 18). The
total numberfor Germanyis
higher

numbers (13 outof18). The
total numberfor Germanyis
higher.

numbers (13 outof18). The
total number for Germanyis
higher.

numbers (13 outof18). The
total number for Germanyis
higher.

numbers (14 outof18). The
total numberfor Germanyis
higher.

numbers (11 outof18). The
total number for Germanyis
higher.
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5.3.2 The number of times you used any other corrective power than fines. Please specify the type of measure by reference to Article 58(2) GDPR

Iss*ue warnings to a controller
or processor thatintended
processing operations are
likely to infringe provisions of
this Regulation

Iss*ue reprimandstoa
controllerora processor
where processing operations
have infringed provisions of
this Regulation

Orxderthe controllerorthe
processor to complywith the
data subject's requeststo
exercise his orherrights
pursuantto this Regulation

Orxderthe controlleror
processorto bring processing
operations into compliance
with the provisions ofthis

Regulation, where appropriate,

in a specified mannerand
within a specified period

Orxder the controller to
communicate a personal data
breach to the data subject

2018

373

This is only the sum ofthe
SAs that were able to provide
numbers (8 outof 18).

82

This is only the sum ofthe
SAs that were able to provide
numbers (9 outof18).

This is only the sum ofthe
SAs that were able to provide
numbers (8 outof 18).

18

This is only the sum ofthe
SAs that were able to provide
numbers (8 outof18).

This is only the sum ofthe
SAs that were able to provide

numbers (8 outof 18).

2019
653
This is only the sum ofthe

SAs that were able to provide
numbers (12 outof18).

346

This is only the sum ofthe
SAs that were able to provide
numbers (12 outof18).

13

This is only the sum ofthe
SAs that were able to provide
numbers (10 outof18).

30

This is only the sum ofthe
SAs that were able to provide
numbers (11 outof18).

13

This is only the sum ofthe
SAs that were able to provide

numbers (9 outof18).

2020

1254

This is only the sum ofthe
SAs that were able to provide
numbers (13 outof18).

1004

This is only the sum ofthe
SAs that were able to provide
numbers (13 outof18).

34

This is only the sum ofthe
SAs that were able to provide
numbers (11 outof18).

103

This is only the sum ofthe
SAs that were able to provide
numbers (12 outof18).

This is only the sum ofthe
SAs that were able to provide

numbers (10 outof18).

2021

406

This is only the sum ofthe
SAs that were able to provide
numbers (5 outof18).

778

This is only the sum ofthe
SAs that were able to provide
numbers (13 outof18).

78

This is only the sum ofthe
SAs that were able to provide
numbers (11 outof18).

95

This is only the sum ofthe
SAs that were able to provide
numbers (11 outof18).

This is only the sum ofthe
SAs that were able to provide

numbers (10 outof18).

2022
1616
This is only the sum ofthe

SAs that were able to provide
numbers (4 outof 18).

835

This is only the sum ofthe
SAs that were able to provide
numbers (14 outof18).

60

This is only the sum ofthe
SAs that were able to provide
numbers (10 outof18).

96

This is only the sum ofthe
SAs that were able to provide
numbers (11 outof18).

32

This is only the sum ofthe
SAs that were able to provide

numbers (10 outof18).

2023
519
This is only the sum ofthe

SAs that were able to provide
numbers (13 outof 18).

324

This is only the sum ofthe
SAs that were able to provide
numbers (13 outof18).

43

This is only the sum ofthe
SAs that were able to provide
numbers (9 outof18).

21

This is only the sum ofthe
SAs that were able to provide
numbers (10 outof 18).

17

This is only the sum ofthe
SAs that were able to provide

numbers (9 outof18).
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Im#*pose atemporaryor
definitive limitation includinga
ban on processing

Orxder the rectification or
erasure ofpersonal data or
restriction of processing
pursuantto Articles 16, 17 and
18 and the notification of such
actions to recipients to whom
the personal data have been
disclosed pursuantto Article 17
(2) and Article 19

Wixthdraw a certification or to
order the certification bodyto
withdraw a certification issued
pursuantto Articles 42 and 43,
or to orderthe certification
body not to issue certification if
the requirements for the
certification are not orare no
longer met

Orxderthe suspension ofdata
flows to arecipientin a third
country or to an international
organisation.

11

This is only the sum ofthe
SAs that were able to provide
numbers (10 outof 18).

This is only the sum ofthe
SAs that were able to provide
numbers (9 outof18).

This is only the sum ofthe
SAs that were able to provide
numbers (11 outof18).

This is only the sum ofthe
SAs that were able to provide
numbers (11 outof18).

15

This is only the sum ofthe
SAs that were able to provide
numbers (11 outof18).

This is only the sum ofthe
SAs that were able to provide
numbers (10 outof18).

This is only the sum ofthe
SAs that were able to provide
numbers (11 outof18).

This is only the sum ofthe
SAs that were able to provide
numbers (11 outof18).

24

This is only the sum ofthe
SAs that were able to provide
numbers (11 outof18).

20

This is only the sum ofthe
SAs that were able to provide
numbers (12 outof18).

This is only the sum ofthe
SAs that were able to provide
numbers (11 outof18).

This is only the sum ofthe
SAs that were able to provide
numbers (11 outof18).

This is only the sum ofthe
SAs that were able to provide
numbers (11 outof18).

27

This is only the sum ofthe
SAs that were able to provide
numbers (12 outof18).

This is only the sum ofthe
SAs that were able to provide
numbers (11 outof18).

This is only the sum ofthe
SAs that were able to provide
numbers (11 outof18).

26

This is only the sum ofthe
SAs that were able to provide
numbers (11 outof18).

51

This is only the sum ofthe
SAs that were able to provide
numbers (12 outof18).

This is only the sum ofthe
SAs that were able to provide
numbers (11 outof18).

This is only the sum ofthe
SAs that were able to provide
numbers (11 outof18).

This is only the sum ofthe
SAs that were able to provide
numbers (10 outof 18).

14

This is only the sum ofthe
SAs that were able to provide
numbers (11 outof18).

This is only the sum ofthe
SAs that were able to provide
numbers (11 outof18).

This is only the sum ofthe
SAs that were able to provide
numbers (11 outof18).
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5.3.3 The number of fines you imposed

NuxmberofFines

2018

29

This is only the sum ofthe
SAs that were able to provide
numbers (15 outof 18). The
total number for Germanyis
higher.

2019

168

This is only the sum ofthe
SAs that were able to provide
numbers (17 outof 18). The
total numberfor Germany
mightbe higher.

2020

335

This is only the sum ofthe
SAs that were able to provide
numbers (17 outof 18). The
total number for Germany
mightbe higher.

2021

411

This is only the sum ofthe
SAs that were able to provide
numbers (17 outof18). The
total numberfor Germany
mightbe higher.

2022

769

This is only the sum ofthe
SAs that were able to provide
numbers (17 outof 18). The
total number for Germany
mightbe higher.

2023

394

This is only the sum ofthe
SAs that were able to provide
numbers (15 outof 18). The
total numberfor Germanyis
higher.
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5.3.4 Please provide examples of the type of circumstances and infringements that normally
resulted in a fine and include the provisions of the GDPR breached.
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BfDI:

- Non or insufficient technical and organizational measures, including lack of proper authentication of
externals, lack of instructions to employees on how to handle external access requests to personal data, lack
of internal procedures to evaluate adequacyof securitymeasures (Art. 32 GDPR).

- No DPO despite situation of mandatoryappointment,no communication of DPO's contactdetails to DPA,
appointmentofa person as DPO despite obvious conflictofinterest (Art. 37 GDPR).

- So far, we have not carried outany fine proceedingsin our department. Nor-mally, only particularlyserious
violations ofthe provisions ofthe GDPR would lead to a fine. An internal example would be the fine
proceedings againstGerman telco operator 1&1 (lack of authentication in a call centre), in which BfDI
imposed the onlyfine (so far), but this was a purelynational case within Germany.

BE: There are no normal circumstances and infringements thatresultin afine at our DPA, each case that
has been fined in accordance with Article 83(4) or Article 83(5) GDPR was anindividual case. No standard
fining cases have emerged, yet.

Further examples:

» Use of permanentlyrecording Dashcams byindividuals and undertakings. Violation of Article 6(1) of the
GDPR. The interests ofthe data subjects are higherthan the interestofthe controllerin a complete
documentation of his driving behaviour.

» Generation of score values for advertising managementby creditinstitutions from extensive inventorydata,
partly from paymenttransaction data. For example, to find outwhich customers should be particularly
receptive to credit card or real estate advertising. Violation of Article 6(1) of the GDPR. Data subjects have
not reasonablyto expect that the data deposited with banks will be used for such purposes (recital 47
sentence 1 GDPR)

« Collection of partly extensive personal data by real estate agents atan early stage prior entering a contract.
For example, salarycertificates, social assistance certificates, scoring values from creditreporting agencies.
Violation of Article 6(1) of the GDPR. Insofar as the data may be collected, this is onlynecessaryafter
selecting specifictenants.

« Storage of personal data for a significantlylonger period than the permitted retention period. Violation of
Article 17(1) of the GDPR.

* Infringementof Art. 58 section 1 lettera GDPR, the controller doesn’tanswer to ourinformation request
Use of permanentlyrecording dashcams byindividuals and undertakings.

* Violation of Article 6(1) of the GDPR. The interests ofthe data subjects are higherthanthe interestofthe
controllerin a complete documentation ofits driving behaviour.

* Creation of score values for advertising managementby creditinstitutions from extensive inventorydata,
partly from paymenttransaction data. For example, to find outwhich customers should be particularly
receptive to creditcard or real estate advertising. Violation of Article 6(1) of the GDPR. Data subjects have
not reasonablyto expect that the data deposited with banks will be used for such purposes (recital 47
sentence 1 GDPR)

* Collection of partly extensive personal data by real estate agents atan early stage prior entering a contract.
For example, salarycertificates, social assistance certificates, scoring values from creditreporting agencies.
Violation of Article 6(1) of the GDPR.

« Storage of personal data for a significantlylonger period than the permitted retention period. Violation of
Article 17(1) of the GDPR.

* Non or insufficient technical and organizational measures, including lack of proper authentication of
externals, lack of instructions to employees on how to handle external access requests to personal data, lack
of internal proceduresto evaluate adequacyof securitymeasures (Art. 32 GDPR).
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5.3.5 The average and median level of fines and the total amount of fines imposed by your DPA

Toxtal amount offines (€)

Avxerage level offine

Me=xdian level of fine

2018

142.083,50

This is only the sum ofthe
SAs that were able to provide
numbers (16 outof18).

Those SAs that were able to
provide numbers (7 out of
18)reported an average level
of fine between 90 to 50.000
€.

Those SAs that were able to
provide numbers (7 outof
18)reported a median level
of fine between 90 to 50.000
€.

2019

16.783.838,05

This is only the sum ofthe
SAs that were able to provide
numbers (16 outof18).

Those SAs that were able to
provide numbers (11 outof
18) reported an average level
of fine between 238,80 to
455.000 €.

Those SAs that were able to
provide numbers (9 outof
18)reported a median level
of fine between 300 to
20.000€.

2020

48.168.314,88

This is only the sum ofthe
SAs that were able to provide
numbers (17 outof18).

Those SAs that were able to
provide numbers (13 outof
18)reported an average level
of fine between 400 to
391.225 €.

Those SAs that were able to
provide numbers (10 outof

18)reported a median level
of fine between 225to
1.039,25¢€.

2021

2.676.162,14

This is only the sum ofthe
SAs that were able to provide
numbers (17 outof18).

Those SAs that were able to
provide numbers (13 outof
18)reported an average level
of fine between415,79to
67.475€.

Those SAs that were able to
provide numbers (10 outof
18)reported a median level
of fine between 400 to 1.200
€.

2022

5.894.641,20

This is only the sum ofthe
SAs that were able to provide
numbers (17 outof 18).

Those SAs that were able to
provide numbers (12 outof
18)reported an average level
of fine between 245,17 to
65.909,33 €.

Those SAs that were able to
provide numbers (10 out of
18)reported a median level
of fine between 178,50 to
3.101 €.

2023

6.177.051,50

This is only the sum ofthe
SAs that were able to provide
numbers (14 outof18).

Those SAs that were able to
provide numbers (9 out of
18)reported an average level
of fine between219to
123.061,91€.

Those SAs that were able to
provide numbers (10 outof
18)reported a median level
of fine between 150 to 2.500
€.
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5.4 Challenges to decisions in national courts
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5.4.1 How many of your decisions finding an infringement of the GDPR have been challenged in national courts? Please provide the absolute

figure and the percentage.

Dexcisions finding an infringement of GDPR challenged in
national court

Suxccessful challenges

Absolute figure

463

This is only the sum ofthe SAs that provided
numbers (12 outof 18).

48

This is only the sum ofthe SAs that provided
numbers (12 outof 18).

%
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*5.4.2 Where challenges were successful, what were the reasons of the national courts?

BfDI (Federal Commissioner for Data Protection and Freedom of Information)

Further mitigating factorsduring court proceedings/ different weighing of factorsin the individual case.

BE SA Berlin (Berlin Commissioner for Data Protection and Freedom of Information)

Unfortunately, we do not have any statisticsregarding this.

BW SA Baden-Wurttemberg (Lander Commissioner for Data Protection and Freedom of Information)
In only one case the court provided a specific reasoning at all, which wasthe reduction of the fine due to the economic
circumstancesofthe person concerned. In one other case the court rejected the existence of a GDPR infringement.

BY-LDA SA Bavaria - Private Sector (Bavarian Lander Office for Data Protection Supervision)

Three decisionsrelateto the same scenario: Individuals (acting ascontrollers) tookphotographs of cars committing parking
violationsand sent the photographsto the police. Whilewe heldthatthereisno legalbasison which such photographscould
be taken, the court held that the controllersvalildly relied on Article 6.1.fGDPR. Fourth case: We issued a fine forinfrin gement
of the purpose limitation prinicple by a person acting asadministratorin an apartment building. The court considered the case
to be aminorinfringement and hence repealedthe fine. Fifth case: The controllerwasfined for refusing to provide accessto its
premises(Art. 58(1)(f) GDPR); the court reduced the amount of the fine dueto the circumstancesof the case (arguing that the
controllerincurred considerable costsforits lawyers fee, and forthe considerable "time elapsed" betweenthe infringement and
the judgment!) while upholding thefinein principle.

HE SA Hesse (Hessian Commissioner for Data Protection and Freedom of Information)

The warning thatwasthe subject of the proceedingswas rescinded. The court decided -in contrast to the supervisory authority
- that the balancing of intereststo be carried out pursuant to Article 6 (1) (1) of the GDPR was in favor of the plaintiffand that
there was a permissible change of purpose within the meaning of Article 6 (4) of the GDPR.

HH SA Hamburg (Hamburg Commissioner for Data Protection and Freedom of Information)

Dependingon the individual case.

MV SA Mecklenburg-Western Pomerania(Lander Commissioner for Data Protection and Freedom of
Information)

No sufficent proof that a personalized employee useraccount wasindeedused by that person therefore a fine waschallenged
sucessfully.

NI SA Lower Saxony (Lander Commissioner for Data Protection)

The authority ordered the deletion of video recordingsafter a retention period of 72 hours. The court considered, thatin this
single case a prolonged retention period of up to 2 weekswas admissible. The decisive factor was, that the specific employee
responsible forreviewing videorecordingswasnot available more frequently. The court foundit wasnot possible to reviewthe
recordingsmore quicKy or frequently with appropriate cost and effort due to organizational reasonsin the sphere of the
undertaking.

The authority ordered that the controller shall not monitor quality and quantity performance data of itsemployeesevery minu te!
The court considered thatthe performance monitoringisnecessary and appropriate forthe management of logistics processes,
the qualification of employees, the provision of objective feedbackand asa basis for personnel decisions. Theappeal is
pending with the Higher Administrative Court of Lower Saxony.

The authority issued a reprimand against a undertaking that hasconferred with the previousemployer about anapplicant. The
court considered that thisexchange wasadmissible, since the applicant hadindicated an intended breach of confidentiality
rules. The appeal hasbeen applied for with the Higher Administrative Court of Lower Saxony.

The authority issued a reprimand against an university that provided the court with personal dataof applicantsnotinvolved in
competition protection procedure. The court foundthat national law, thatisin linewith the primary and secondary law, required
the university to provide all filesof the recruitment process. Including personal data of other applicants, since those can be
relevant forthe decision of the court.

The authority issued a reprimand against a community association. During the proceedings, it became clear that controller was
a natural person, not the association. The chosen addressee was therefore incorrect.

Please note, that the data provided with question 5.4.1do

a)
b)
<)

include 8 pending cases(of 35).

notinclude challengesregarding (only) administrative fees.

notinclude challengesregarding administrative fines. The fining procedure isdetached from the administrative procedure. The
fine decision of the authority changesin the proceedingsbefore the court to the indictment of the public prosecutor'soffice.
However, there were 25 decisionsby the court. In 1 case the proceedingswere discontinued for reasonsof opportunity by the
court, asthe prosecution did notappear necessary. In other cases the cournt decidedlike the authority or the authorities
decision regarding the infringement became final. However, the court decided routinely onlower finesthan proposed by the
authority.

NW SA North Rhine-Westphalia (Lander Commissioner for Data Protection and Freedom of Information)

lack of jurisdiction and statute of limitations

RP SA Rhineland-Palatinate (Lander Commissioner for Data Protection and Freedom of Information)

lack in factfinding, formal legality of the administrativ act, jurisprudence on fundamental legal questions

SL SA Saarland (Independent Data Protection Center Saarland - Lander Commissioner for Data Protection and Freedom of
Information)

Discontinuation of he proceedings.

SN SA Saxony (Saxon Data Protection Commissioner)

inadequate examina ion of the complaint; no prodf of infringement of a norm by the controller

ST SA Saxony-Anhalt (Commissioner for Data Protection)

. In 1 case: Lack of local jurisdic ion of the Saxony-Anhalt SA.
. In 6 cases the fine was reduced.
. In 2 cases the proceedingswere terminated forlackof publicinterest.

31



6 Promoting awareness of rights and obligations

*6.1 Provide details of activities undertaken (publication of guidance, publicity campaigns, etc.) to
promote awareness of data protection rights and obligations among the public and data controllers
and processors. Where relevant, provide linksto materials.

The activities undertaken bythe German SAs are describedin the EDPB Contribution to the reporton the
application ofthe GDPR under Article 97, adopted on 12 December 2023, section 6.2.
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