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EDPB Consultation on draft Guidelines 2/2023 

on Technical Scope of Art. 5(3) of ePrivacy 

Directive 
 

EXECUTIVE SUMMARY 

FEDMA is pleased to provide its input to the European Data Protection Board’s (EDPB) draft Guidelines 

2/2023 on Technical Scope of Art. 5(3) of ePrivacy Directive (ePD). In particular, we support the EDPB’s 

work on clarifying the application of existing rules to new technological developments with the 

objective to ensure regulatory harmonization and legal certainty across the EU. 

• FEDMA is concerned that not all national supervisory authorities responsible for the 

implementation and enforcement of the ePrivacy Directive are members of the EDPB. It is thus 

unclear to what extent these authorities were involved in the drafting of the Guidelines and to 

what extent they will implement them. 

• The Guidelines make reference to the harm posed by alternative tracking solutions. It would be 

fundamental to provide an analysis and measurement over the harm or potential harm to users’ 

privacy deriving from such solutions. 

• FEDMA questions the EDPB’s broad interpretation over the notion of “gaining access” which 

would also cover the passive receiving of information required for the transmission of 

communications, thus applying to any basic Internet protocol. 

• The broad interpretation provided by the Guidelines over the notion of “gaining access” would 

exacerbate “consent fatigue” with no additional value to the data subject's privacy. The 

Guidelines should rather or additionally provide guidance over the exemptions to the consent 

requirement and the conditions for further processing after the storing or gaining access to data. 

• The application of the consent requirement to the broader scope of the ePrivacy Directive 

stemming from the EDPB’s interpretation of Art. 5(3) ePD risks strengthening the dominance of 

“gatekeeper platforms”. 

• The Guidelines would also make extremely difficult or inaccurate to rely on URLs for attribution 

and billing purposes.   

• FEDMA also contests the inclusion of email pixels in the scope of the Guidelines as they do not 

technically involve any “entering in the user’s terminal” or “information storage” or “gaining 

access to information” in the user's terminal equipment, whereas only HTTP requests are 

performed. 

• The Guidelines would also adversely affect marketers’ reliance on (i) the soft opt-in principle as 

per Article 13(2) ePD as well as (ii) the opt-out regime for direct marketing in Business-to-Business 

relations in those Member States which opted for this system as per 13(3) ePD 

• It is unclear how the use of the IP address constitutes access to the user's device as well as the 

application of Article 5(3) ePD to IoT reporting. 
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AREAS OF CONCERNS 

The responsibility to oversee the implementation and enforcement of the ePrivacy Directive does not 

always fall on the national Data Protection Authorities (DPAs). Some Member States have entrusted 

this responsibility to their national telecommunications supervisory authority. As these national bodies 

are not part of the EDPB, it is unclear to what extent they might have been involved in the drafting 

of these Guidelines, and it also raises the question of whether they could endorse them (especially if 

they did not have any say over them). In accordance with the TEU principles of conferral, subsidiarity 

and legal basis, the EDPB should ensure that all national authorities responsible for the ePrivacy 

Directive actively take part in the issuance of these Guidelines, taking into account that the EDPB’s 

competence only extends the consistent application of the GDPR, as outlined in Article 70(1) of the 

GDPR. Without addressing this issue, the Guidelines risk to further exacerbate the existing regulatory 

fragmentation, potentially leading to a scenario where only the DPAs in charge of the ePrivacy 

Directive apply these Guidelines. 

We also urge the EDPB to clarify the concerns over the use of alternative tracking solutions mentioned 

throughout the draft Guidelines, especially on paragraph 3, which would be the drivers of these 

Guidelines. Given the significant implications of the EDPB’s interpretation of Article 5(3) ePD, it is 

fundamental that these Guidelines are based on actual and measurable evidence about the harm 

or potential harm to users’ privacy stemming from the alternative solutions for tracking internet users. 

In this regard, we overall regret that the EDPB’s interpretation over Article 5(3) ePD, especially the 

notion of “gaining access”, seems to unnecessarily expand the scope of the Article and the consent 

requirement to the implementation of any Internet protocol as well as non-privacy intrusive practices. 

We would like to remind that the ePrivacy Directive was not adopted to impede the activity of the 

actors of the Internet, but to conciliate their freedom to conduct a business with the protection of 

the privacy of users of telecommunications services. Instead, the proposed extension of the scope 

of Article 5(3) ePD does not only seem to override a competence which should only belong to the 

EU legislators, but it would also make consent meaningless vis-à-vis the users’ increasing “consent 

fatigue” by adopting a draconian legalist approach. We would therefore like to remind the EDPB 

that the ePrivacy Directive’s REFIT evaluation explicitly stated that adopting a consent rule that is 

over-inclusive is neither effective nor efficient, as it results in covering non-privacy intrusive practices. 

It would have been more beneficial to focus or accompany these Guidelines with an analysis over 

(i) the extent of the Directive’s exemptions to the consent requirement and their application in the 

context of the evolving data-driven technology landscape, as well as (ii) the GDPR’s rules and legal 

bases on further processing (Article 6(4) GDPR) after the storing or gaining access to data. 

We are also very concerned about the adverse unintended consequences of the EDPB’s 

interpretation of Article 5(3) ePD on competition in the digital markets. Dominant digital players, most 

of which are deemed as “gatekeepers” under the Digital Markets Act, could leverage this 

interpretation to further resist efforts to break their walled gardens to the detriment of business 

partners downstream the supply chain and competitors. Paragraph 43 of the draft Guidelines, for 

example, excludes from the scope of Article 5(3) ePD applications which use and keep the 

information strictly inside the terminal equipment, including smartphones and web browsers. This will 

provide additional arguments to existing gatekeepers to refuse to break their uncontestable walled 

gardens, leveraging the EDPB’s Guidelines to shield themselves from pro-competition practices. 

Addressing this issue is extremely urgent with upcoming phase out of third-party cookies by Google 

in 2024 and the subsequent concentration of additional functionality at the browser level. These 

guidelines add more complexity to an already very uncertain landscape. With little visibility at this 

stage on what will come out of the Google’s privacy sandbox after the testing period, the EDPB 

https://eur-lex.europa.eu/legal-content/EN/TXT/?uri=CELEX:52017SC0005
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interpretation risks favoring Google in the end to the detriment of other actors.Additionally, when 

consent requirements are expanded and tightened, this may lead to gatekeeper platforms 

developing 'privacy-friendly' solutions, where sharing data with third parties ceases, and users avoid 

endless consent requests by providing them directly to the platform. This results in an increased 

accumulation of data on the platform itself. Whether this is the optimal regulatory outcome from a 

privacy perspective will likely be analyzed by competition authorities in the end. 

With this in mind, we believe that the draft Guidelines raise significant concerns both from a technical 

and legal perspective regarding the application of Article 5(3) of ePD. While the EDPB’s broad 

interpretation of the notion of “gaining access” risks applying to any internet communication, the 

inclusion of email pixels in the scope of Art. 5(3) ePD does not only seem unjustified from a technical 

point of view, but it also creates legal uncertainty with other provisions of the Directive. 

In light of the above, FEDMA therefore recommends to; 

1) exclude from the draft notion of “gaining access” exchanges of information initiated by the 

user’s terminal equipment; 

2) refrain from applying Article 5(3) of the ePrivacy Directive when additional information for 

attribution and billing purposes is included in the URL; 

3) exclude email pixels from the scope of Article 5(3) of the ePrivacy Directive; 

4) clarify the Guidelines’ interplay with Article 13(2) and Article 13(3) of the ePrivacy Directive 

5) clarify how Article 5(3) applies to IP addresses; 

6) provide additional guidance on the application of Article 5(3) to IoT reporting. 

 

RECOMMENDATIONS 

1. Exclude from the draft notion of “gaining access” exchanges of information initiated by the user’s 

terminal equipment 

We believe that draft Guidelines’ interpretation of the notion of “gaining access” is excessively 

broad. As per the EDPB’s draft, the proposed “Criterium D” would trigger the application of Art. 5(3) 

ePD whenever the accessing entity wishes to gain access to information stored in the terminal 

equipment and actively takes steps towards that end, implying that the accessing entity proactively 

sends specific instructions to the terminal equipment in order to receive back the targeted 

information.  

Considering any basic internet protocol as an instruction given to the user's device, with this extension 

of the scope of Article 5(3) ePD to IP addresses in particular, is a factor of legal uncertainty as it would 

constitute  significant change in the way the ePrivacy Directive will be applied and implemented 

that was not originally envisaged. 

Despite the EDPB’s focus on the “pro/active” approach by the external entity to gain access to 

information, the draft Guidelines also include use cases where this entity is merely a passive recipient 

of such information following an active action initiated by the terminal equipment. This would be the 

case, for example, of a terminal equipment sending a request for an IP address to the DHCP server 

to connect to the network. Such request would also trigger a provision of information by the terminal 

equipment to the DHCP server: though the server is not the entity “actively” taking steps to gain 

access to the information, Art.5(3) would apply according to the draft Guidelines. 
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This interpretation also seems in contrast to 2021 guidance by the German conference of data 

protection authorities which clearly states that an access requires a targeted transmission of browser 

information that is not initiated by the end user. If only information, such as browser or header 

information, is processed that is transmitted inevitably or due to (browser) settings of the end device 

when calling up a telemedia service, this is not to be considered "access to information already 

stored in the end device. 

Instead, under the current draft Guidelines, even simple Internet browsing by a user would constantly 

trigger the application of Article 5(3) ePD for the display of any website page or email, since the 

loading of any online resource would involve HTTP requests instructed by the terminal equipment. The 

EDPB’s broad interpretation of “gaining access” would thus mean that every communication over 

the internet is somehow “gaining access” to information within scope of Art 5(3) ePD as a result of 

the implementation of basic internet protocols which necessarily require an exchange of information. 

In doing so, the draft Guidelines’ interpretation also captures technologies and basic technical 

operations which are not necessarily related to marketing or advertising purposes as it could be the 

case of cookies, nor to the interception of information. This broad interpretation by the EDPB of this 

notion of access would imply that all communications on the Internet involve access to the user's 

terminal and fall within the scope of Article 5(3) ePD due to the implementation of any Internet 

protocol that requires an exchange of information. 

We therefore argue that the proposed notion of “gaining access” constitutes a stretching of the 

material scope of the ePrivacy Directive which would apply to use cases going beyond the concept 

of “tracking technologies”. The current lack of progress in the trilogues of the ePrivacy Regulation 

cannot justify a change in the scope of the Directive through guidelines: any deviation from the 

material scope of the ePD can only be the result of the EU ordinary legislative procedure.  

As a result of extending the scope of the Directive, it is therefore unclear how a consent requirement 

for non-intrusive technical operations which do not necessarily involve the processing of personal 

data would bring a better protection of privacy to the user. This also seems detrimental to the user’s 

online experience as they will be asked to engage with additional consent requests, likely 

exacerbating the so-called “consent fatigue”.  In this context, we would like to remind the EDPB that 

the European Commission is working on an initiative of voluntary commitments, named “Cookie 

Pledge”, to address, among others, “consent fatigue” and simplify the information that users must 

process in order to provide informed consent. Despite its title, the initiative will not only be applicable 

to the use of cookies, but to all forms of online technologies whose use requires prior consent. 

However, though the EDPB expressed support to the Cookie Pledge’s objective, the new 

interpretation put forward in the draft Guidelines would result in a massive increase of consent 

requests for the users, along with a surge in the amount of information that users should process. As 

such, even if companies wished to sign the Commission’s Pledge, it is unclear how they could ensure 

informed consent while explaining in clear and concise language the purpose of extremely technical 

processing as well as the nature of the data they wish to process.  

2. Refrain from applying Article 5(3) of the ePrivacy Directive when additional information for 

attribution and billing purposes is included in the URL 

The EDPB considers that the addition of information in the URL, even for the sole purpose of allowing 

attribution and billing, falls under the application of Article 5(3) ePD (see Para 12), by the user, by a 

manufacturer, or any other scenario. Any attempt at contextual digital activity by digital players 

cannot be implemented without prior consent within the meaning of this interpretation (e.g. 

distribution of a digital campaign, display of an ad, etc.). This undermines the value chain in the 

https://edpb.europa.eu/our-work-tools/our-documents/letters/edpb-reply-commissions-initiative-voluntary-business-pledge_en
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contextual advertising universe, as it will be impossible for players to allocate commission and 

establish billing in case the data subject does not provide consent.  

 

This may lead for instance to inaccurate or impossible billing: the URLs are passed around so that 

client (advertisers) terminals confirm the transaction details after an Ad has been shown. They include 

unique ids to identify the transaction, the price, and the winner advertiser. With the new guidelines, 

they fall under the requirement of Article 5(3) ePD related to redirect-urls. If consent is not obtained, 

there is no mean to control whether publishers are asking to be paid for services they did not 

provide. URLs also include parameters used by advertisers to choose between their different 

technology providers in the online advertising supply chain. If the data subject did not provide 

consent, the advertiser will lack essential information to verify that the service provider brings value 

and will not be able to make a meaningful choice between different service providers.  

 

In the end, advertisers will most likely switch their advertising budget from the open and media 

publishers (where they lack the possibility to verify billing and fight fraud) to social media or search 

environment owned by one gatekeeper where such risk of inaccurate billing or attribution does not 

exist.   

3. Exclude email pixels from the scope of Article 5(3) of the ePrivacy Directive 

The draft Guidelines also take the view that email pixels are subject to Art. 5(3) of the ePrivacy 

Directive on the basis that they store and gain access to information on the user’s terminal 

equipment. We would however like to nuance this opinion in light of arguments above on the broad 

notion of “gaining access” and the technical nature of email pixels. 

It is important to remind that recital 24 of the ePrivacy Directive states that the technologies covered 

by article 5(3) are technologies that enter the user's terminal equipment without their knowledge in 

order to gain access to information, to store hidden information or to trace the activities of the user 

and may seriously intrude upon the privacy of these users. 

E-mail pixels are usually a 1px-by-1px transparent image, but they can also be any image included 

into the header, body, or footer of an email. When an email is opened, all integrated images are 

usually loaded, sending a request to the server (HTTP request). Through this basic HTTP request, it is 

possible to infer that an interaction has occurred with the email. It is this HTTP request (informing of 

the call of the image) that allows to measure the receipt/opening of the email and not the image 

itself, which is the same for all recipients. 

Though email pixels could be considered at first sight similar to tracking cookies, they do not 

technically involve any “entering in the user’s terminal” or “information storage” or “gaining access 

to information” in the user's terminal equipment, whereas only HTTP requests are performed. 

When using email pixels, the gathering of information is carried out solely on the basis of the message 

sent to the server when the HTTP request is executed, and not with the information stored or already 

existing in the user’s terminal equipment. Insofar as no “entering in the terminal”, “information 

storage” or “gaining access to information” operation is carried out through the use of this 

technology, it cannot therefore be included in the scope of Article 5(3) of the ePrivacy Directive. 

In this regard, it is important to point out that email pixels only report information of received and 

opened emails. This valuable information is used worldwide by all stakeholders (including DPAs) to 

conduct their emailing activities and to manage their communication policies, including by limiting 

the sending of emails to individuals who are interested by them and avoiding burdening the ones 

who are not. It is for instance considered a good practice by mailbox service providers not to send 

emails to individuals who are not reading them.  
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We point out that the argument that the information is stored in the user’s terminal equipment when 

the images/pixels are loaded into the user's browser/message reader is not reflected in the draft 

ePrivacy Regulation currently under negotiations between the EU co-legislators. As mentioned in our 

introductory remarks, the Directive’s REFIT underlined that adopting a consent rule that is over-

inclusive is neither effective nor efficient, as it results in covering non-privacy intrusive practices. We 

believe that this is the case of email pixels given their very limited and legitimate purpose. 

We would also like to add that not applying Article 5(3) of the ePrivacy Directive to email pixels would 

not entail that the use of such means would remain uncontrolled. It would still be secured by the 

requirements of the GDPR, with the same objective of protecting the privacy of individuals, whenever 

there is a processing of personal data collected from the HTTP request triggered by the loading of 

the email pixels.  

Finally, should the draft Guidelines confirm that Article 5(3) ePD applies to email pixels, FEDMA urges 

the EDPB to provide additional and practical guidance on how to operationalise the consent 

requirement before an email is opened. 

 

4. Clarify the Guidelines’ interplay with Article 13(2) and Article 13(3) of the ePrivacy Directive 

The extension of the application of Article 5(3) ePD raises another significant question in regard to 

another provision of the ePrivacy Directive. Article 13(2) ePD enables a  natural or legal person who 

“obtains from its customers their electronic contact details for electronic mail, in the context of the 

sale of a product or a service” to use these electronic contact details for “direct marketing of its own 

similar products or services provided that customers clearly and distinctly are given the opportunity 

to object”.  

In other words, this provision allows marketers to rely on the so-called soft opt-in to send direct 

marketing emails to existing customers without having to ask for their consent for sending each new 

email, though customers must always have the possibility to opt-out. As email pixels are embedded 

in those emails, the application of the draft Guidelines would still impose on marketers the obligation 

to obtain a separate consent, even when relying on the soft opt-in, in order to use email pixels and 

measure the effectiveness of their email campaigns with existing customers. This would make 

marketers’ use of the soft opt-in under Article 13(2) ePD meaningless.  

In parallel, Article 13(3) ePD enables Member States to determine the direct-marketing regime in 

Business-to-Business (B2B) relationships. In those countries where marketers can reach out to another 

legal person on the basis of opt-out, the extension of the consent requirement to email pixels would 

inevitably force marketers to switch to an opt-in regime in order to measure the performance of their 

campaigns. In other words, the opt-out regime for B2B direct marketing would turn into opt-in. 

We therefore stress the need to exclude email pixels from the scope of Article 5(3) ePD, or at least, 

to carve out an exemption to the consent requirement to ensure consistency with Article 13(2) ePD 

and Article 13(3) ePD 

5. Clarify how Article 5(3) applies to IP addresses 

Concerning the IP address (see para  54 and 55), the new guidelines do not provide any clarification 

as to how the IP address falls within the scope of Article 5(3) ePD. Although the first part of the 

guidelines defines each of the terms in Article 5(3) and the scope of each of them, the second part, 

which is devoted to uses cases, does not explain how the use of the IP address constitutes access to 
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the user's device. This absence is prejudicial in that it makes the use of IP addresses subject to consent, 

without providing any definition or conditions for the application of Article 5(3) ePD. Taking into 

account that IP addresses are also used in logging, it not only remains unclear whether logging would 

require consent in the future, but the demand to seek consent whenever the source of the IP address 

cannot be confirmed as a device seems unreasonable. This requirement should be reconsidered 

from a practical implementation perspective, considering also that logs are used for multiple 

purposes such as for cybersecurity and resolving error situations. 

1. Provide additional guidance on the application of Article 5(3) to IoT reporting 

Though we overall agree that IoT sensors typically store and transmit data to systems that collect and 

utilize them, we are concerned that Paragraph 59 of the draft Guidelines argues that an 

independently networked IoT device is considered an end device. This assertion is problematic or 

unfamiliar, as these devices rarely involve the direct use by a natural person, especially for monitoring 

purposes. Monitoring may occur, for example, in the case of a locatable IoT device. FEDMA therefore 

recommends emphasizing that these technologies are not inherently tracking technologies unless 

explicitly employed for such purposes. Finally, we would like to raise the question on how this 

interpretation relates to the Data Act, especially in situations where the data from the device is not 

personal data but still requires user consent, particularly when the user is a business. 

*** 

 


