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I. Analysis of the facts in question 

 

1. Regarding the breach of the obligation to collect data that is adequate, relevant 

and limited to what is necessary in relation to the purposes for which it is processed 

 

In law, Article 5(1)(c) of the GDPR provides that personal data must be ‘adequate, relevant 

and limited to what is necessary in relation to the purposes for which they are processed (data 

minimisation)’. 

 

Article 12(6) of the GDPR provides that ‘where the controller has reasonable doubts 

concerning the identity of the natural person making the request referred to in Articles 15 to 21, the 

controller may request the provision of further information necessary to confirm the identity of the data 

subject.’ 

 

Guidelines 01/2022 on the rights of data subjects – Right of access, paragraphs 70 to 78, 

specify that the controller must carry out a proportionality assessment when requesting additional 

information to confirm the identity of the data subject. In particular, paragraph 74 states that ‘it should 

be emphasised that the use of a copy of an identity document as part of the authentication process 

creates a risk to the security of personal data and may lead to unauthorised or unlawful processing and, 

as such, should be considered inappropriate, unless it is necessary, appropriate and in accordance with 

national law[.] It is also important to note that authentication by means of an identity card is not 

necessarily useful in an online context (for example, where pseudonyms are used) if the data subject 

cannot provide any other evidence, such as other characteristics corresponding to the user account.” 

Furthermore, paragraph 77 states that ‘to comply with the principle of data minimisation, the controller 

should inform the data subject of the information that is not necessary and of the possibility of obscuring 

or masking those parts of the identity document’. 

 

In this case, during the on-site inspection, the delegation was informed that when a user 

exercises their right of access via the contact form on the mobile app, their request is automatically 

linked to their account on the ‘  app, and no verification is carried out. In other cases, your 

company asks the data subject for their identity document to authenticate them. The identity document 

is used to verify the person’s photograph and date of birth. If a person provides their  ID, which 

is visible on the app’s interface, your company considers them to be sufficiently identified. 

 

However, the systematic provision of an identity card does not appear necessary insofar as other 

elements, such as a unique identifier linked to the data subject’s account, are sufficient to identify them. 

Furthermore, your company requests a photograph of the identity document, without specifying whether 

certain details may be obscured. A photograph of the identity document contains information that is not 

necessary to confirm the identity of the data subject. For example,  does not mandatorily collect 

the surname, so it is not necessarily useful for the data subject to provide a photograph of their identity 

card containing their surname if this data is not in  possession. 

 

Consequently, the systematic request for a photograph of the identity card, without specifying 

the possibility of obscuring certain details, in order to identify the data subject is not proportionate to 

the purpose. 

 

I therefore consider that  has failed to comply with the provisions of Article 5(1)(c) 

and Article 12(6). 
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These facts justify issuing a formal notice to  requiring it to propose alternatives 

to identification by means of an identity document for requests to exercise rights made by 

individuals who are not logged into their accounts, and to comply with the principle of data 

minimisation when identification is carried out by means of an identity document. 

 

2. Regarding the failure to define and comply with a retention period proportionate 

to the purpose of the processing 

 

In law, Article 5(1)(e) of the GDPR provides that ‘Personal data shall be […] kept in a form 

which permits identification of data subjects for no longer than is necessary for the purposes for which 

the personal data are processed’. 

 

Guidelines 01/2022 on the rights of data subjects - Right of access, paragraphs 79, specify 

that the EDPS recommends “as a matter of good practice, that the controller, after verifying the identity 

card, make a note, stating for example ‘the identity card has been verified’ in order to avoid the 

unnecessary copying or storage of copies of identity cards”. 

 

In this case,  has set a retention period of two years for correspondence relating to 

requests to exercise rights.  

 

 retains correspondence relating to requests in the  tool and maintains a 

register of requests for the right of access. The delegation noted the presence, within the  

customer management tool, of requests to exercise rights dating from 2020, some of which included 

copies of identity documents still visible alongside the requests for the purpose of identifying the 

individual.  

 

On the one hand, the company is not complying with the two-year retention period it has set for 

requests to exercise rights under the GDPR, in particular requests for the right of access, which leads it 

to retain data related to these requests for a period exceeding that which is necessary in view of the 

purpose pursued.  

 

Furthermore, as the CNIL’s restricted panel has already noted1 , where identity documents are 

collected for the purpose of identifying the person making the request to exercise a right, they need not 

be retained once identification has been established.  

 

I therefore consider that  has failed to comply with the provisions of Article 5(1)(e) 

by retaining data for periods exceeding the purposes for which it was collected. 

 

These facts justify issuing a formal notice to  firstly, to delete requests for access 

rights and the supporting documents provided that have been retained beyond the period 

necessary for the defined purposes, and, secondly, to ensure in future that such requests and their 

supporting documents are retained only for the period necessary for the defined purposes.  

 

3. Regarding the breach of the obligation of transparency and information to data 

subjects 

 
1 CNIL, France, 18 November 2020, penalty, Decision SAN-2020-008 of 18 November 2020, published. 
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The privacy policy, however, specifies that when exercising rights, proof of identity may be 

requested if there is any doubt as to the identity of the applicant.   

 

Thus, the information on the procedures for exercising the right of access regarding the 

identification of the person making the request is unclear and varies depending on the source of 

information.  

 

I therefore consider that  has failed to comply with the provisions of Article 12(1), 

(2) and (6) by providing contradictory information regarding the need to provide proof of identity 

in order to exercise the right of access.  

 

These facts justify issuing a formal notice to  to clarify the information regarding 

the provision of proof of identity when exercising this right. 

 

b) Regarding the information provided in response to the right of access 

 

In this case, the delegation noted the presence of a document entitled ‘Summary Information 

on personal data’ attached to some of the responses to requests to exercise the right of access. This 

document is written in English and contains information on the data collected, the sources of the data, 

the purposes of processing, the recipients of the data and the retention periods. This document therefore 

appears to correspond to the information to be provided under Article 15(1) of the GDPR.   

 

When your company responds to a request for data disclosure under the right of access, it 

provides the data in the form of an encrypted archive. A summary of the information is provided in the 

form of an HTML file, and the raw data is also available in the form of JSON files.  

 

The encrypted archive is sent by email to the data subject who made the request. That person 

receives a second email containing a link to a page with the password to decrypt the archive. The 

password is visible for only thirty days. Both of these emails are in English, regardless of the language 

used by the data subject in their request. However, correspondence prior to the sending of the data takes 

place in the language in which the request for access was made. 

 

I therefore consider that  has failed to comply with the provisions of Article 12(2) 

of the GDPR by providing some of the responses to requests for access in English, regardless of 

the language of the person making the request, which creates a risk that non-English speakers 

may not be able to understand the information.  

 

 These facts justify issuing a formal notice to  requiring it to respond to requests 

for access in the language of the person making the request.  

 

 

II. Corrective measure issued by the CNIL (Article 20 of the Law of 6 January 1978) 

 

In view of all these factors and in accordance with Article 20 of Law No.o  78-17 of 6 January 

1978, it is therefore necessary to issue a FORMAL NOTICE to  , established at the address 
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indicated above, within a PERIOD OF THREE (3) MONTHS from the notification of this decision 

and subject to any measures it may already have adopted, to: 

- propose alternatives to identification by means of an identity document for requests to 

exercise rights made by persons not logged into their account, and to comply with the 

principle of data minimisation when identification is carried out by means of an 

identity document; 

- delete requests for access rights and supporting documents retained beyond the period 

necessary for the defined purposes; 

- retain requests for access rights and their supporting documents only for the period 

necessary in view of the defined purposes; 

- clarify the information regarding the provision of proof of identity when a request to 

exercise a right is made;  

- respond to requests for access in the language of the person making the request. 

 

The requirements set out above must be strictly complied with in future. The CNIL will 

carry out further checks as necessary and reserves the right to exercise all the powers conferred 

upon it by the GDPR and by the Act of 6 January 1978. 

 

This decision, which does not require a response from you, brings proceedings No. 2024-

098C to a close. However, this closure is without prejudice to the Commission’s right to carry out 

a further inspection to verify that your company has complied with this formal notice by the expiry 

of the specified deadline. 

 

This decision may be appealed to the Council of State within two months of its notification. 

 

For further information regarding the formal notice procedure, please visit the CNIL website at 

the following page: https://www.cnil.fr/fr/la-procedure-de-mise-en-demeure-0.  

 

  






