
 

SUPPORT POOL 

OF EXPERTS PROGRAMME 

Expert Opinion  
The Digital Euro and Its Token-
Based Offline Modality  
 

by Prof. Dr.-Ing. Tibor JAGER 
 



2 
 

 

 

 

 

 

 

 

 

 

 

 

 

As part of the SPE programme, the EDPB may commission contractors to provide reports and tools 
on specific topics. 

The views expressed in the deliverables are those of their authors and they do not necessarily reflect 
the official position of the EDPB. The EDPB does not guarantee the accuracy of the information 
included in the deliverables. Neither the EDPB nor any person acting on the EDPB’s behalf may be 
held responsible for any use that may be made of the information contained in the deliverables. 

Some excerpts may be redacted or removed from the deliverables as their publication would 
undermine the protection of legitimate interests, including, inter alia, the privacy and integrity of an 
individual regarding the protection of personal data in accordance with Regulation (EU) 2018/1725 
and/or the commercial interests of a natural or legal person. 

 

 

 

 

 
  



Summary
This document explores the technical feasibility, inherent limitations, possible approaches, and se-

curity considerations surrounding the development of a cash-like, anonymous, and double-spending-
resistant offline modality for the Digital Euro.

Key Insights:

• The vision of an offline digital currency that fully replicates the anonymity, security, and usability
of physical cash is conceptually appealing, but the absence of physical constraints, the need for
robust double-spending resistance, and the tension between anonymity and traceability pose a
significant technical challenge.

• Realising an offline, secure, and privacy-preserving digital currency in practise requires navigating
a complex landscape of technical trade-offs. There exists a large variety of cryptographic tools that
can be used to achieve unforgeability and anonymity in a very strong way. These must be combined
with suitable techniques for double-spending prevention, e.g., via secure hardware elements or by
carefully weakening the offline requirement.

• The design must be guided by clear requirements, realistic threat models, and close collaboration
across disciplines, including cryptography, systems security, hardware engineering, legal frame-
works, and policy. Public transparency in both the design and implementation of all system compo-
nents is essential, because scrutiny by independent experts helps uncover vulnerabilities early and
is critical to fostering public confidence, broad adoption, and long-term legitimacy of the system.

In conclusion, an anonymous modality of the Digital Euro appears feasible, provided that the sys-
tem is designed based on a suitable combination of techniques and trade-offs. Currently available
cryptographic techniques offer a credible path forward for the design of a privacy-preserving and secure
offline modality of the Digital Euro.

Outline: This document is structured around five questions that are stated in Section 1. Section 2 con-
tains definitions of essential terminology and notions such as “cash-like” currency. Section 3 discusses
a well-known fundamental limitation that applies to any distributed system and its applicability to of-
fline digital currencies. Section 4 considers the possibility and the challenges of using secure hardware
to overcome this limitation. Section 5 discusses inherent challenges and techniques to achieve “cash-
likeness”, including possible hybrid solutions. Section 6 considers the question of double-spending pre-
vention. Section 7 focuses on technical approaches to design a cash-like offline digital currency based on
standard cryptographic techniques. While it is beyond the scope of this document to provide a compre-
hensive overview of all available cryptographic methods, we aim to illustrate what is technically feasible
by focusing on blind signatures as one particularly influential and well-understood tool and discuss their
functionality, benefits, limitations, and approaches to address these limitations.

Document submitted in September 2025
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1 Considered Questions

This expert opinion is commissioned by the European Data Protection Board (EDPB) to address the follow-
ing questions:

1. In what way can the CAP theorem, if it is valid, be applied to the setup/design of the token-based
offline modality of the Digital Euro and what do each of its three properties (consistency, partition
tolerance and availability) mean in the context of electronic payment services?

2. Considering the history and past (successful) attacks on secure (hardware) elements, is multi-spending
thinkable and – if yes – what technical measures could be added to build further lines of defence
against attempts to compromise the offline Digital Euro infrastructure’s end-user devices (e.g. smart-
phones)?

3. Are there any feasible alternative technical solutions to render the offline modality of the Digital Euro
“cash-like”, meaning both resilient in terms of double-spending and at the same time anonymous to
use ...

(a) while respecting the CAP theorem?

(b) while accepting one out of three properties not to be fulfilled, e.g. an offline modality at the
expense of “availability”, and the consequences for practical implementation and usability?

(c) with anonymity not for all parties but only/at least for the consumer/payee (natural person) as
opposed to the merchant (“sender anonymity”), potentially resulting in a hybrid solution?

4. How can the token-based offline modality prevent double-spending in situations with several transac-
tions in sequence and without any form of reconciliation in between? Conversely, how can a reconcil-
iation process be implemented while preserving the cash-likeness of the token-based offline modality?

5. Considering existing research on the design choices of the Digital Euro, which technical solutions
might be helpful for implementing the token-based offline modality while preserving anonymity?

2 Definition of Terminology

In order to be able to answer the questions about “offline”, “token-based”, and “cash-like” digital currencies,
we have to make these terms more precise. It will be useful to start from a simplified perspective on physical
cash.

2.1 Physical Cash

Figure 1 gives a simplified and abstracted illustration of physical cash. It depicts the separation between the
financial institutions involved in issuing and redeeming money and the transfer of value between individual
users. The picture considers three different types of users:

• The first payer is the user that withdraws cash from its bank and spends it by transferring it to a
different user, the last payee or an intermediary user in a sequence of payers and payees.

• There may exist an unbounded number of intermediaries, which are users that receive value from one
user and transfer it to another. These intermediaries act both as payees and payers.
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Figure 1: Illustration of physical cash. Solid lines depict transactions that may be considered “online”, i.e.,
with an active communication channel to a central entity, such as a (central) bank. The dashed lines depict
“offline” transactions, which can be performed without communication to a central entity.

• The last payee is the final recipient of the cash, which then deposits it at its bank.

The dashed arrows in Figure 1 represent the cash payments, flowing from the first payer to the last
payee through an arbitrary number of intermediaries. This highlights a core feature of physical cash: once
withdrawn, it can be freely transferred between parties without the involvement or oversight of banks or the
central authority. The dotted intermediary node abstracts that cash may pass through hands of an arbitrary
number of intermediaries (e.g., businesses, individual users) before reaching the final recipient. None of the
intermediaries needs to be identified or recorded for functionality purposes.

Physical cash can be used without the need to identify or record any intermediary. Typically the first
payer is identified when withdrawing, and the last payee may be identified when depositing money.

2.2 “Online” and “Offline” Transactions

For our definition of “online” and “offline” transactions, we will follow the definition given in the European
Commission’s proposal for a regulation on the establishment of the Digital Euro [Eur23]:

• Art. 2 No. 14 of [Eur23] defines an “online digital euro payment transaction” as “a digital euro
payment transaction where the settlement takes place in the digital euro settlement infrastructure”.

• Art. 2 No. 15 of [Eur23] defines an “offline digital euro payment transaction” as “a digital euro
payment transaction, made in physical proximity, where authorisation and settlement take place in
the local storage devices of both payer and payee”.

Following this approach and adapting it to physical cash, we define an “online” transaction as one that
requires an active communication channel to a central entity (i.e., a user’s bank or the central bank), and an
“offline” transaction as one that does not. Then physical cash has the following properties:

• The first payer must be online for withdrawal of cash. However, no active communication is required
when the cash is transferred to an intermediate or final payee. Thus, the payer may be offline when
transferring the cash to another user.
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• The intermediaries may be offline when receiving or transferring cash to another user.

• The payee may be offline when receiving a payment, but must be online for the deposit.

2.3 “Tokens” are Digital Coins

In the sequel, we will understand a “token” as the digital equivalent of a physical coin or banknote: a self-
contained unit of value that can be transferred directly between users without requiring immediate online
connectivity. Each token represents a specific denomination and embodies the monetary value it carries,
much like tangible cash. For simplicity, in the sequel we will mainly consider tokens of fixed denomination
(e.g., 1 EUR), as this facilitates clarity in illustrating the core concepts. Extensions will be discussed in
Section 7.3.3.

2.4 “Cash-like” Digital Currency

In this subsection, we will identify several different properties that are satisfied by physical cash, and that
may be expected from a “cash-like” digital currency. This will provide a basis for discussing possibilities
and limitations in achieving these properties in the digital world. We will also explain that physical proximity
is a property of physical cash that is very difficult to reliably enforce in a digital currency.

2.4.1 Properties Expected from a Cash-Like Currency

In a cash-like currency, we require at least the following four properties, which are satisfied by physical
cash:

1. Unforgeability refers to the property that ensures that it is infeasible to create counterfeit money in
a way that it is accepted as genuine by a payee or a bank with high probability (or at least irrational
because the costs of counterfeiting exceed the value of the counterfeit money).

Physical cash is unforgeable in the following sense. Central banks implement various measures to
make forgery very difficult, or at least prohibitively expensive. This includes watermarks, holograms,
special printing techniques, specialised paper, and UV and magnetic features, for example. These
features are designed to be very difficult to reproduce, in particular several of them in combination. If
the costs of producing counterfeit money exceed its value, then it is prohibitively expensive (and thus
irrational) to forge money. Thus, one may consider this as unlikely, in particular at large scale.

Unlike physical cash, digital data can be copied or cloned effortlessly. Therefore in this context
unforgeability refers only to the inability of creating new tokens. Cloning a digital token is not con-
sidered a forgery (but still double-spending of tokens must be prevented, cf. Item 3 below). In the
digital context, unforgeability can be enforced using cryptographic techniques such as digital signature
schemes and related, privacy-preserving primitives such as blind signatures [Cha82, Cha86, CFN90]
(see Section 7).

2. Anonymity is, intuitively, the property that ensures that a user’s identity is hidden within a set of
possible users, the so-called anonymity set. Depending on the concrete application context, we have
different interpretations of what the general term “anonymity” precisely refers to, and one must use
very different techniques to achieve it. For example, standard techniques in the context of databases
include statistical aggregation, differential privacy, data minimisation, or adding noise, but digital
currencies require different techniques because they aim to achieve a different form of anonymity.
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In the context of digital currencies, anonymity refers to the fact that users can make payments without
revealing their identity or allowing their transactions to be traced back to them. Therefore we define
anonymity as the combination of pseudonyms that cannot be traced to the individual with unlinkability
of actions:

• Pseudonymity refers to the property that users operate under identifiers (pseudonyms) that are
not directly linked to their real identities.
Physical cash is pseudonymous, in the sense that the vast majority of all cash payments is made
without the need to show an ID card or revealing any other information about the users partici-
pating in the transaction.
Very importantly, note that pseudonymity alone is not sufficient to achieve anonymity. This is
because even if the pseudonym does not reveal the user’s real identity, it may still be possible
to identify different transactions that belong to the same user. For example, if a user performs
multiple actions under the same pseudonym, those actions become linkable. Over time, patterns
of behaviour or interaction may reveal enough contextual information to identify the individual
behind the pseudonym with high success probability. Anonymity requires that users are indistin-
guishable within an anonymity set and that their actions cannot be reliably linked to each other
or to a persistent identifier, which is not achieved only by the use of pseudonyms. Therefore,
pseudonymity can offer a layer of identity protection, but it alone does not prevent long-term
tracking or profiling.

• Unlinkability refers to the property that individual transactions cannot be associated with one
another or with a specific entity. In the context of a digital currency, unlinkability of transactions
prevents observers or attackers from connecting multiple activities belonging to the same user,
even if they occur across different transactions and over time.
Physical cash is unlinkable in the following sense. Even though many physical cash transactions
are in principle linkable through the unique serial numbers of banknotes, cash payments can
be viewed as practically unlinkable, assuming that neither individuals, nor businesses or banks
record serial numbers in ordinary transactions. Furthermore, when a banknote passes through
many intermediaries, each one introduces uncertainty about the original source and final destina-
tion of the note, which may make linking different transaction across (multiple) intermediaries
significantly more difficult. Thus, if a payment is observed at some point, it is practically infeasi-
ble to link it to other transactions of the same user. The more intermediaries involved, the larger
the number of plausible origins and endpoints, effectively expanding the anonymity set. There
are, however, exceptions. For example, in exceptional cases law enforcement might collaborate
with banks and use serial numbers to track specific notes involved in crimes.

Pseudonyms hide the users’ identities and unlinkability ensures that different activities performed by
the same user cannot be connected, i.e., it is infeasible to detect whether these activities belong to the
same user or to different users. Together, these properties make it impossible to trace actions back
to an individual or to build behavioural profiles, and thereby effectively protect the user’s anonymity.
Thus, anonymity is achieved when users are pseudonymous and their actions are unlinkable.

Together, its pseudonymity and unlinkability properties make physical cash a paradigmatic example
of an anonymous payment system. In Section 5.1, we will also explain why it seems necessary to
expect even stronger anonymity properties from a digital equivalent of physical cash.
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There are powerful cryptographic techniques such as blind signatures, which can be used to
achieve unforgeability and anonymity simultaneously. These will be discussed in Section 7.

3. Double-spending resistance is the property that it is practically infeasible to spend the same coin or
banknote more than once.

In the case of physical cash, resistance to double-spending arises naturally as a direct consequence of
its existence as a unique physical object. Once this object is handed over in a transaction, the original
holder no longer possesses it, making it impossible to spend it again. The physical transfer of a coin
or banknote inherently prevents the same unit of currency from being spent more than once.
Note that the existence as a unique physical object does not hold for digital data.

In a digital currency system, resistance to double-spending can be achieved in two ways:

(a) By technically preventing the same token from being spent more than once (e.g., a secure hard-
ware component might be used to ensure that a token cannot be double-spent by a malicious user,
or an online connection might be used to check whether a given token has been spent before or
not).

(b) By employing auditing mechanisms for detecting instances of double-spending after they occur,
enabling authorities to identify and penalise attackers through legal measures.
If detection is used, then also non-frameability [Bra94] becomes relevant, which refers to the
guarantee that an honest user cannot be falsely accused of double-spending, not even by the bank.
When mechanisms are in place to detect double-spending (such as tracing or identity-revealing
protocols), non-frameability ensures that only the actual double spender can be identified, and
no third party, including malicious actors or even system operators, can manipulate the system
to falsely implicate an innocent user.

4. Transferability refers to the possibility of exchanging tokens across several users without the need
to involve a bank, i.e., in a way such that there is at least one intermediary in the process depicted in
Figure 1.

A non-transferable currency may still allow to directly transfer value between two users (concretely,
directly from the first payer to the last payee in Figure 1, without any intermediaries) in an offline
manner. However, once a coin is received from a user, it cannot be forwarded to a different user, but
only be deposited at a bank.

Physical cash is inherently transferable because it can be handed directly from one user to another,
and then on to another user, and so on, without requiring involvement of a bank.

In the context of a digital currency, there exist techniques to achieve transferability, either by relying
on secure hardware (cf. Section 4) or by using cryptographic techniques [CHL05, FPV09, BCFK15,
BFQ21] (cf. Section 7.3.2). Note also that transferability may not be an essential requirement for
a digital currency, as it is possible to design workarounds. For example, a device could show two
balances: (1) payments received from another user, which cannot be spent to a different user (and thus
are “frozen” until final settlement with a bank), and (2) digital token that were received from a bank
and can be spent to a different user. Not requiring transferability may simplify the system design or
reduce the security requirements on hardware components.
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Physical cash provides unforgeability, double-spending resistance, anonymity, and
transferability. In the sequel, we will discuss how and to which extent an (offline) digital currency

can achieve these properties, in order to be “cash-like”.

2.4.2 The Difficulty of Enforcing Physical Proximity in a Digital Currency

Another notable feature of physical cash is that it requires some form of physical proximity in order to
make a transfer. This makes long-distance transfers rather difficult, especially for large amounts and if the
transfer is supposed to be covert (e.g., hidden from authorities). At the same time, proximity is easy to
verify, because every party involved in a cash transaction can immediately confirm that the other party is
physically present, simply because they are exchanging the notes face-to-face. This property, which is trivial
for physical cash, cannot easily be reproduced in a digital currency.

Digital systems cannot “see” distance. A byte arriving over a data connection looks the same whether it
came from two centimetres away or from a different continent. Therefore, enforcing physical proximity in
a digital currency (regardless whether online or offline) is intrinsically hard, because digital communication
channels are location-agnostic. This holds also when the currency is implemented by devices that use short-
range communication protocols such as NFC or Bluetooth: nothing in the bytes themselves proves the
sender and receiver are actually co-located.

This gap is exploited by relay attacks, where an attacker places a proxy next to one device (the payer’s)
and another next to the other device (the payee’s). The proxies forward messages over a fast connection
so that each honest device “believes” that the other device is in direct proximity. Such relay attacks are
well-known. For example, car thieves can use relays to forward the car fob’s signal from inside a house to
the car on the driveway [FDC11]. In the context of electronic identities, relay attacks can be used to make a
remote passport appear present at a reader [KW05].

Unfortunately, the available countermeasures are very limited. Distance-bounding protocols (e.g. [BC94,
ABB+18]) try to estimate upper-bound distance by timing rapid challenge–response exchanges. The core
idea is that signals cannot travel faster than the speed of light. So if one device issues a challenge and
measures how quickly the other device responds, it can upper-bound the distance, because a genuine nearby
device should be able to answer very quickly, while a relayed message would take longer. In practise,
however, this is extremely difficult to enforce reliably. Commodity devices add unpredictable processing
delays, so the verifier cannot isolate just the physical propagation time. Attackers can also use specialised
low-latency hardware to shave down forwarding delays, bringing a distant device’s response within the
acceptable threshold.

Another approach is to consider vincinity-based pairing [ZPZ+16], where properties of the physical
radio channel between two devices are used as additional inputs to a key derivation and authentication
protocol. While this is an interesting approach to enforce proximity, it currently seems to be at a rather
experimental technology readiness level.

Reliably preventing relay attacks in everyday devices remains a major challenge. If proximity is an
inherent requirement for an offline Digital Euro, then either effective techniques must be developed

and deployed to guarantee it, or the system must be designed to acknowledge this limitation and
take the risks of relay attacks into account.

In this document, we will not consider physical proximity as a property of cash that can be reliably
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enforced in a digital currency.

2.5 Secure Hardware

In the sequel, the term “secure hardware” refers to either a dedicated hardware, such as a smart card, or
a secure environment within a general-purpose computer such as a smartphone, which is assumed to be
resilient against certain forms of unauthorised manipulation.

It is important to emphasise that we will not use the term “secure hardware” to express that a system
is actually secure, i.e., that it achieves certain security properties. This is because the notion of a hardware
“being secure” is not an absolute and persistent state, but a moving target, shaped by the evolving landscape
of threats and techniques. Whether the system achieves the security properties required from it may change
over time as new attacks and vulnerabilities are discovered.

Instead, we will use the term “secure hardware” to indicate that a certain form of security is required
from the device by the system using the device. This requirement remains stable over time. For example, a
system might require confidentiality of user data or integrity of transaction records, and these requirements
do not change (unless the system is changed), even if the methods for achieving them must adapt in re-
sponse to new attack techniques. For a discussion of such assumed hardware security properties, we refer to
Section 4. See also Table 2 for an illustration how different approaches require different hardware security
properties.

It is important to note that the expected hardware security properties become progressively stronger (i.e.,
less realistic and more difficult to guarantee) as the number of different security requirements expected from
the hardware increases. Hardware that achieves certain security properties in the context of one application
may be insufficient to provide security in a different application context (cf. Section 4.1). Extending existing
hardware with additional functionality specifically needed to support a digital currency may be technically
challenging or even infeasible, particularly if backwards compatibility is required. In cases where adaptation
of existing platforms is not possible, the design and deployment of new hardware may be necessary, which
is often both costly and time-consuming.

There are security certifications for hardware devices, such as Common Criteria certification. Such a
certification can be viewed as an element to ensure that a given hardware device indeed satisfies the expected
security properties. However, importantly, such a certification merely checks certain criteria, but does not
guarantee that a device actually is and will remain secure, as this would require to guarantee the absence of
any current and future attack.1

The term “secure” in “secure hardware” refers not to the device being actually secure, but to the fact
that one requires and assumes a certain security property from the device. The expected hardware
security properties become less realistic and more difficult to guarantee as the number of different

security requirements increases.

1For example, this is also reflected in Art. 25 (3) and 32 (3) GDPR. Here, it is stated that certification can be an element to
achieve compliance, however, it is generally not considered sufficient on its own.
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3 The CAP Theorem and its Application to Offline Digital Currencies

Considered Question

1. In what way can the CAP theorem, if it is valid, be applied to the setup/design of the token-
based offline modality of the Digital Euro and what do each of its three properties (consistency,
partition tolerance and availability) mean in the context of electronic payment services?

3.1 Distributed Systems and the CAP Theorem

The CAP theorem [Bre00, GL02] is a fundamental mathematical statement in distributed systems theory.
These systems involve nodes that exchange data over a network through requests and responses. The the-
orem states that such a distributed system can only guarantee two out of the following three properties
simultaneously:

• Consistency (C): All nodes see the same data at the same time.

• Availability (A): Every request receives a response, even if it may not contain the latest data.

• Partition Tolerance (P): The system continues to operate, even in case of network partitions or
communication breakdowns. A “partition” is a point in time where there exist two nodes A and
B such that there is no communication path from A to B.

In order to answer the question considered in this section, we first need to adopt the terms “consistency”,
“availability”, and “partition tolerance” to the context of offline digital currencies.

The CAP theorem considers a certain type of distributed systems, consisting of nodes that exchange
data over a network through requests and responses. In particular, it does not consider systems

outside this model, e.g., systems that additionally use secure hardware.

3.2 The CAP Theorem in the Context of Offline Digital Currencies

An offline digital currency, such as a token-based offline modality of the Digital Euro, for example, allows
peer-to-peer transactions without real-time connectivity to any central entity at the time of the transaction.
The CAP theorem applies to such a system in the following way.

• Consistency (C) refers to the situation that all parts of the system (wallets, devices, and any decen-
tralised nodes) maintain a shared and correct view of the money in circulation.

This includes ensuring that digital funds cannot be spent more than once (“double-spending”) and
that users cannot trick the system into thinking they have more money than they actually do. Even
when transactions occur offline (for example, between two smartphones without internet access), the
system must enforce that each transaction is valid and that balances are updated correctly.

A consistent offline currency system also needs to ensure that, when offline devices later reconnect,
the transactions performed offline are correctly and consistently integrated into the wider network
without conflicts: in the end, all parts of the system must agree on who owns what, even if different
parts of that information were temporarily stored or exchanged offline.
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• Availability (A): In the context of an offline digital currency, availability means that payments can
be made at any time, regardless of whether a device is connected to the Internet or a central system.
Thus, the system must allow two parties to exchange digital money directly and immediately, without
waiting for online verification.

Note that availability is inherent to any offline-capable currency, as it ensures that the digital cur-
rency system is usable when offline: payments are not blocked or delayed by connectivity issues.
It guarantees that users can rely on the currency to function continuously, making it practical for
everyday use, much like physical cash.

• Partition Tolerance (P): Offline transactions naturally create network partitions, i.e., situations where
devices or users are isolated from the rest of the system due to a lack of internet or network access. De-
spite these partitions, an offline currency must still allow users to make secure payments and manage
their balances without relying on immediate communication with a server.

Note that partition tolerance is inherent to any offline-capable currency, because being able to
operate without online access to a central entity is the very definition of “offline”. A partition-tolerant
system ensures resilience and usability in the real world, where uninterrupted connectivity cannot be
guaranteed.

CAP Property Meaning in Digital Currency Application to Offline Digital Euro

Consistency (C) All devices reflect the same data Sacrificed offline, restored when online
Availability (A) Transactions processed anytime Fundamental requirement for offline use
Partition Tolerance (P) Tolerates loss of connection Fundamental requirement for offline use

Table 1: Meaning and application of consistency, availability, and partition tolerance in the context of offline
digital currency.

Since Partition Tolerance and Availability are fundamental requirements, the CAP theorem
implies a fundamental limitation for an offline digital currency: the system cannot guarantee

Consistency.
However, it is important to note that this implication is limited, as it applies only if an offline digital
currency is viewed as a certain type of a distributed system. The theorem can be circumvented by

considering additional safeguards, such as secure hardware elements or a semi-offline setting
( Section 5.2.3).

The CAP theorem is often discussed in the context of distributed databases, but this is only a special
case of its broader applicability to distributed systems in general. In particular, the “consistency” in CAP
does not mean that every device must redundantly store the entire dataset. Instead, it refers to the guarantee
that all nodes present a coherent view of the system’s state according to the specified consistency model.
This still holds when nodes only store partial data, such as a local transaction history for example, because
what matters is that the data remains logically consistent across the system. Thus, the CAP theorem applies
whether the system replicates all data everywhere or distributes subsets of data among its components.
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3.3 On the Validity of the CAP Theorem

The question considered in this section asks about applicability of the CAP theorem “if it is valid”. However,
note that the above discussion and conclusion may hold independently of the validity of the CAP theorem as
a general mathematical statement in distributed systems theory. That is, even if eventually a gap in the proof
of the theorem is found, or the theorem turns out to be ambiguous [Kle15], less general than claimed, or
even false (which is not expected, but it is not impossible), the main arguments discussed in this section may
still apply to offline digital currencies when viewed as distributed systems in the above sense. Although
the question focuses on the CAP theorem, the reasoning applied to the specific case of offline digital
currency, as well as the drawn conclusions, stand on their own and may remain valid independent of
the CAP theorem.

4 Achieving Consistency Through Secure Hardware

Considered Question

2. Considering the history and past (successful) attacks on secure (hardware) elements, is multi-
spending thinkable and – if yes – what technical measures could be added to build further lines
of defence against attempts to compromise the offline Digital Euro infrastructure’s end-user
devices (e.g. smartphones)?

4.1 Double-Spending Attacks and Secure Hardware

There is a long history of successful attacks on secure hardware elements such as smartcards, mobile se-
cure enclaves, and Trusted Execution Environments (TEEs). See [Koc96, KJJ99, KJJR11, OP11, MIE17,
WCP+17, DDE+18, VMW+18, CCX+19, MOG+20, CYS+21, CVM+21, vSY+24, SMvH+21, FQF+24]
and the references therein, for example. These research papers are a non-exhaustive selection of works
that have shown that it is possible to extract cryptographic keys, bypass authentication mechanisms, clone
secure elements, inject malicious code, and exfiltrate sensitive data from hardware, often with minimal phys-
ical access or through side-channel and software-based techniques. More concretely, side-channel attacks
on smartcards have enabled attackers to recover secret keys by analysing variations in power consumption
during cryptographic operations [KJJ99, KJJR11]. In mobile secure enclaves and TEEs, researchers have
demonstrated the ability to break isolation guarantees and extract secrets using microarchitectural attacks.
Foreshadow [VMW+18] and Plundervolt [MOG+20] showed how TEEs such as Intel’s SGX could be
compromised via transient execution or voltage fault injection. Attacks like Checkm8, a bootrom exploit for
iOS devices (see https://github.com/axi0mX/ipwndfu), demonstrate the potential for low-level,
persistent, and unpatchable exploits that are capable of compromising millions of smartphone devices.

In particular the attacks demonstrated against mobile secure enclaves and TEEs highlight a fundamental
challenge: the more complex the application logic running inside a supposedly-secure device, the harder it
becomes to protect against vulnerabilities. Notably, some of these attacks can be carried out even remotely,
without requiring the attacker to have direct access to the underlying hardware. Defending against adver-
saries who actually possess the physical device is an even greater challenge, since physical access typically
enables more powerful attack vectors.

These references are just a small and rather random selection from a very large body of research on hard-
ware security. There are many further examples of attacks where skilled attackers with technical knowledge
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and appropriate tools were able to defeat the defences implemented by “secure” hardware components.
Thus, although secure hardware components are designed to protect sensitive operations, such as man-

aging cryptographic keys, they have repeatedly been shown to be vulnerable to a large variety of attacks
in both academic and real-world settings. In a setting where end-user devices like smartphones or smart-
cards are expected to store and transfer value autonomously and without real-time oversight, as in an offline
digital currency, a compromised supposedly-secure but actually-insecure hardware element could allow a
malicious actor to clone tokens, manipulate counters, or reset balances, thereby enabling double-spending
or other attacks.

In this context, it is also very important to recognise that in the case of digital currencies, the “attacker”
and the “user” can be the very same individual. This significantly raises the difficulty of achieving
security, as an attacking user may have unlimited access and a lot of time to tamper with or analyse their
own device.

Furthermore, standard hardware security modules focus on ensuring certain specific forms of confiden-
tiality and integrity of data, e.g. as a secure key store for elementary cryptographic functionality. However,
enforcing complex transactional protocol logic or ensuring the uniqueness of offline value transfers against
malicious, and potentially technically very skilled, users is significantly more difficult to achieve.

The examples presented here should be understood as examples of concrete attacks that illustrate the
existence of a broader threat. Some of these attacks are already well-mitigated in current hardware designs,
but still the underlying threat remains very real. History shows that new attack techniques appear frequently
and often just one clever new idea can yield a new practical exploit. Therefore it seems unwise to assume
that hardware deemed secure today will remain secure indefinitely.

Here it should also be taken into account that replacing vulnerable hardware can be much more difficult,
time-consuming, and expensive than patching insecure software. This dynamic must be carefully considered
when designing systems that rely on hardware-based security assumptions, especially at large scale, as in
the case of a Digital Euro.

Double-spending is clearly thinkable and must be considered very carefully, even when hardware
elements are used as an additional layer of protection. Even if the hardware is considered secure for

traditional cryptographic use cases, such as secure key storage, it may not provide adequate
protection against the more complex fraud scenarios in offline digital currencies, such as

double-spending attacks.

4.2 Mitigating Double-Spending Through Defence-in-Depth

To build stronger lines of defence and mitigate the risk of double-spending in offline digital currency sys-
tems, a comprehensive approach that combines and integrates technical, architectural, and operational safe-
guards is required. This may include:

1. Hardware-based safeguards, such as:

(a) Use secure hardware. Employ tamper-resistant hardware elements that provide resistance to
physical and logical attacks.

(b) Secure and auditable boot processes. Ensure that end-user devices boot into a verified and
trusted state using cryptographically signed firmware. Implement adequate measures to prevent
unauthorised software from accessing or modifying secure modules.
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(c) Hardware diversity or homogeneity? A homogeneous hardware monoculture, where many
systems rely on the same or very similar platforms, can create a single point of failure. A suc-
cessful attack against one instance of a widely deployed hardware architecture can be replicated
at scale, compromising a large segment of the ecosystem. Using diverse secure hardware de-
signs and implementations across device types may reduce the risk of a systemic failure caused
by a universal vulnerability in a single hardware design.
However, diversity also comes with significant drawbacks. While it may mitigate the risk of
universal failure, it also increases the complexity of the system very significantly. A diverse
hardware landscape may introduce a wider range of potential vulnerabilities, arising from dif-
ferences in design, implementation, supply chain, and update mechanisms. This can lead to more
weaknesses, such as fragmented patching practises and a broader attack surface for attackers to
explore.
In a technical landscape where end-user devices are predominantly smartphones or smart cards
produced by a small number of manufacturers, the high degree of hardware homogeneity across
the ecosystem increases the potential impact of a platform-specific vulnerability. This must be
taken into account in the system design.

2. Resilient systems design, for example by implementing the following concepts:

(a) Minimal reliance on hardware assumptions and hedged security are advisable to maximise
robustness against future hardware- or protocol-level attacks and to ensure broad compatibility
across diverse devices and manufacturers.
While hardware-based solutions may be necessary in certain cases (particularly for enforcing
double-spending resistance in offline settings), they inevitably introduce critical risks, including
vulnerabilities to device compromise, dependence on trusted manufacturing processes, and sus-
ceptibility to side-channel attacks. Consequently, the design of a secure digital currency should,
wherever possible, minimise such dependencies.
Cryptographic primitives like blind signatures (see Section 7) may offer well-understood and
rigorously analysed guarantees for unforgeability and anonymity (along with possible additional
security properties) that may hold independently of hardware security assumptions on a user’s
device.
Ideally, system components should be designed so that security holds as long as either the hard-
ware or the cryptographic layer remains uncompromised, allowing one to serve as a safeguard
in case the other fails. This dual-layered approach provides defence-in-depth, where hardware
and cryptography complement each other, providing mutual resilience and enhancing overall
robustness.

(b) Transfer limits and other risk-based rules, implementing controls to manage the risks associated
with offline transactions. This may include limits on how much value transaction may have
without an online connection, and how frequently they can occur. Additionally, configurable
policies, such as capping the maximum offline balance a user can hold or limiting the number of
peer-to-peer transaction hops, may help to contain the potential damage if a device or a class of
devices is compromised. These rules must balance usability with privacy and security, ensuring
that offline functionality is available without exposing the system to significant risk.

(c) Delayed finality refers to the approach where offline transactions may be considered provi-
sional until they are confirmed upon reconnection. This means that the final settlement of such
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transactions is delayed until proper validation can occur. To support this process, devices may
maintain logs of their transactions, allowing for later auditing. These logs may help to ensure
accountability and traceability in the event of disputes or suspected fraud during offline activity.
However, maintaining such logs may pose risks to user privacy, making this a trade-off that must
be carefully considered.

(d) Token design with expiry or freshness constraints involves using short-lived or time-limited
tokens to reduce the risk associated with stolen or duplicated tokens. These tokens may include
expiration timestamps to ensure they remain valid only for a limited period of times.This may
limit the potential damage from token misuse and enhance overall security, particularly in of-
fline or semi-connected environments. However, this approach must be designed in a way that
avoids or minimises potential conflicts with availability, user experience, and the use of a digital
currency as a long-term store of value.

(e) Transparency in the design and implementation of all system components is essential. This in-
cludes open specifications of the overall system design, exact security goals and attacker models
for the system components, open-source software implementations and hardware design, and
publicly documented architectures to allow independent security researchers and ethical hackers
to scrutinise the system design and to identify vulnerabilities and contribute to strengthening its
security. Systems that rely on obscurity or proprietary black-box designs may leave hidden flaws
unaddressed, which may then be found and exploited by resourceful attackers, such as nation-
state attackers or organised crime, and should therefore not be considered. By enabling external
review and fostering a culture of openness, more robust security can be achieved. It also allows
faster adaption to emerging threats and shifting attacker capabilities.

3. Monitoring on a technical and systemic level, such as:

(a) Monitoring of emerging hardware vulnerabilities and new attack techniques. The system
operator(s) must implement a continuous monitoring of evolving threats and attack techniques.
The monitoring should ensure that possible new techniques for cryptanalytic attacks, hardware
tampering, or other system compromises are detected early and responded to appropriately. This
reduces the window of exposure, helps maintain the integrity of the value stored on devices, and
supports trustworthiness of the digital payment system.

(b) Anomaly detection. One could consider techniques that monitor the system for suspicious
patterns, such as the same digital token being used more than once, which may indicate double-
spending. Importantly, there are techniques that allow to perform this kind of analysis in a
privacy-preserving way, such that user identities and transaction details remain hidden unless
double-spending is detected. Only in this case the system would learn the identity linked to the
offending transaction. See also Section 7.3 and Section 7.4. While a detailed analysis of such
specific system designs and their applicability to an offline currency at the scale of a Digital Euro
is a major effort and out of scope of the current document, such techniques should be considered
and evaluated for the design of a secure offline modality of the Digital Euro.

(c) Responsible disclosure framework. Establishing a framework for responsible disclosure of
vulnerabilities is essential. It must provide a clear communication channel to report security
issues and ensure that the system operator is informed discreetly over discovered vulnerabilities,
a patch or mitigation is developed, and users and the system are protected before the issue
becomes public. Organisations that respond well to responsible disclosure demonstrate maturity
in their security posture, openness to improvement, and commitment to protecting users.
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Security researchers who uncover vulnerabilities should be able to report them without fear of
legal repercussions. Encouraging responsible disclosure not only promotes a safer ecosystem,
but also builds trust between researchers and system developers. Reward mechanisms such as
bug bounty programs may incentivize the identification and reporting of flaws, accelerating the
discovery and resolution of security issues. By supporting a safe and structured disclosure pro-
cess, developers and system operators will benefit from a broader, engaged security community
working collaboratively to improve the system’s security and resilience.

A suitable combination of adequate security mechanisms depends on the concrete requirements, proto-
cols, assumptions, threat- and attacker models, security goals, and system design. It may include a subset or
all of the aforementioned techniques, as well as additional techniques.

4.3 Conclusions

Secure hardware elements may play a critical role in protecting the offline Digital Euro against
double-spending and other attacks. However, potential vulnerabilities are a real and credible risk. A

resilient design therefore should not rely solely on hardware security, but rather adopt a
multi-layered defence approach, combining hardware assurances with cryptographic techniques,

software safeguards, analytics, and risk-aware operational constraints. Transparency and a
framework for trustworthy responsible disclosure of vulnerabilities are essential. These measures

together can significantly reduce the feasibility and the impact of attacks and may significantly
improve the system’s security and resilience.

5 Alternative Technical Solutions

Considered Question

3. Are there any feasible alternative technical solutions to render the offline modality of the Dig-
ital Euro “cash-like”, meaning both resilient in terms of double-spending and at the same time
anonymous to use ...

(a) while respecting the CAP theorem?

(b) while accepting one out of three properties not to be fulfilled, e.g. an offline modality
at the expense of “availability”, and the consequences for practical implementation and
usability?

(c) with anonymity not for all parties but only/at least for the consumer/payee (natural per-
son) as opposed to the merchant (“sender anonymity”), potentially resulting in a hybrid
solution?

5.1 Challenges of Achieving Cash-Like Properties in an Offline Digital Currency

Achieving unforgeability, double-spending resistance, anonymity, and transferability in an offline digital
currency presents significant technical and conceptual challenges. These challenges arise because these
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properties can be in tension with one another, and because the digital environment lacks the physical con-
straints that naturally enforce these properties in traditional cash. Digital information is fundamentally very
easily and perfectly copy-able, unlike physical objects such as coins or banknotes. This absence of inherent
physical limitations creates core challenges for digital cash systems:

• Double-spending resistance in a digital currency requires technical safeguards, because the natural
uniqueness of physical objects, which inherently prevent the same coin or banknote from being spent
more than once, does not exist in the digital realm. This can be achieved either by designing the system
in a way such that double-spending is prevented (cf. Section 7.3.1), or by enabling its detection (cf.
Section 7.3.2) after the fact by implementing mechanisms to trace and identify dishonest users.

In an online digital currency, where for every transaction there exists a communication channel to a
trusted authority (such as a central bank or a distributed ledger as in blockchain-based cryptocurren-
cies), double-spending can be prevented by involving the trusted authority to verify every transaction
in real-time before it is accepted. Every time a user wants to spend a digital token, the transaction
is sent to this online system, which checks whether the token has already been spent. If not, the
transaction is approved and recorded. Otherwise, the transaction is rejected. This process ensures that
each digital token can be spent only once, because the central authority (possibly implemented by a
distributed consensus protocol) keeps an up-to-date and consistent global record. Importantly, this
is also possible in a privacy-preserving way, without a global log of all transactions, using the
techniques described in Section 7. This provides strong guarantees against double-spending, with-
out requiring the tokens themselves to be physically unique or tied to secure hardware, but inherently
requires online connectivity of users (more precisely, of the recipient of the transaction) to the trusted
authority.

In an offline digital currency, double-spending prevention is much more challenging, because there
is no access to a central authority at the time of the transaction. Since digital data can be easily
and perfectly copied, the system must use technical mechanisms to either prevent or detect double-
spending without real-time verification and in a way that enables anonymity.

– One approach is to rely on secure hardware that enforces locally on the device that a token is
spent only once. This hardware must be trusted not to leak tokens, private keys, or transaction
data. Considering the risks discussed in Section 4 that are associated with this approach, secure
hardware should be complemented by other technical and systemic measures. For instance,
Section 7 describes an approach that uses cryptographic techniques to achieve strong anonymity
properties in a way which is independent of the security of the hardware. A related approach is
used in [ACK+24], for example.

– Alternatively, systems can aim to detect double-spending retrospectively, by embedding crypto-
graphic features in tokens that enable the system to identify dishonest users later. This allows the
system to link and trace double-spent tokens to the attacker when the network is reconnected,
while preserving user anonymity during honest use (cf. Section 7.3.2).
Note that this approach raises additional risks. The longer the gap between a double-spending
event and the moment of detection, the greater the attacker’s opportunity to benefit from fraud-
ulent transactions and to evade penalties. Offline conditions may even be adversarially induced,
for example, if an attacker deliberately isolates devices or networks to extend this window of
opportunity. These challenges become even more complex in cross-jurisdictional settings, such
as when one party to an offline transaction operates outside EU oversight, where enforcement
may be uncertain.
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Moreover, the possibility of state actors engaging in or facilitating double-spending attacks adds an-
other dimension, since they may possess the resources to manipulate network availability, compromise
hardware, or exploit jurisdictional gaps at a significantly larger scale.

Thus, because offline environments lack the physical constraint of uniqueness and the online con-
straint of synchronised records, double-spending resistance must be carefully engineered with cryp-
tographic techniques, hardware assumptions, or a combination of both.

• Digital cash requires stronger unlinkability than physical cash. Physical cash is often regarded as
the paradigmatic example of an anonymous payment system, due to its pseudonymity and practical
unlinkability. Crucially, however, cash is considered unlinkable assuming that the serial numbers on
banknotes are not routinely recorded by individuals, merchants, or banks.

In contrast, digital currencies operate on devices whose inner workings are not transparent to users,
making hidden tracking much easier to implement and much more difficult to detect. As a result,
ensuring that an offline digital currency provides the same “cash-like” anonymity as physical cash
requires significantly stronger unlinkability guarantees. In Section 7, we discuss how advanced cryp-
tographic techniques, such as blind signatures, can be used to achieve such strong unlinkability.

Physical cash remains effectively anonymous because (covert) banknote tracking is hard to
implement, in particular at large scale. In contrast, digital currencies operate on devices

whose opaque inner workings allow hidden surveillance to be implemented more easily and
at much greater scale. This makes it necessary to require stronger forms of anonymity for

digital currencies. These can be reliably enforced through appropriate cryptographic
techniques (see Section 7).

• Tension between accountable double-spending detection and anonymity. If attacks cannot be re-
liably prevented from the outset, but only be detected after-the-fact, then it is necessary to identify
malicious users, so that the attacking party can be penalised. This requires some form of user trace-
ability, which may undermine anonymity to a certain degree. However, there are protocols which
use advanced cryptographic techniques to implement detection tags that are revealed only if a coin is
spent more than once. We will discuss such protocols in Section 7.4.

• Long-term security. An (offline) digital currency requires cryptographic techniques to ensure proper-
ties such as unforgeability, anonymity, or authentication between secure hardware components. Since
the offline modality of the Digital Euro will be built for long-term use over many years, the long-term
security of all system components must be taken into account.

With respect to secure hardware assumptions, there must be careful consideration of the life-cycle
of the devices, the robustness of their tamper-resistance, and the ability to withstand evolving attack
techniques over time. This includes not only ensuring that hardware security modules, secure ele-
ments, or trusted execution environments provide strong protections at launch, but also that they can
be updated, replaced, or revoked if vulnerabilities are discovered. Furthermore, assumptions about
the trustworthiness of hardware must be realistic and minimise single points of failure, ensuring that
even if some devices are compromised, systemic risks remain contained.

With respect to the cryptographic algorithms, it is strongly advisable to design the system in a way that
enables easy replacement of algorithms in the running system (“cryptographic agility”). This holds in
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particular with the threat of potential future quantum attacks in mind. The system should be prepared
for a potential situation where a replacement of cryptographic algorithms becomes necessary due to
(quantum) cryptanalytic advances.

The vision of an offline digital currency that fully replicates the anonymity, security, and usability of
physical cash is conceptually appealing, but realising it in practise requires navigating a complex

landscape of technical trade-offs. The absence of physical constraints, the need for robust long-term
security, the possibility of implementing hidden surveillance more easily and at much greater scale,

and the tension between anonymity and traceability demand a carefully designed combination of
privacy-preserving cryptographic techniques and may require trusted hardware.

5.2 Discussion of Solutions

5.2.1 Feasibility of “Cash-Like” Solutions under the CAP Theorem

As outlined in Section 3, any offline-capable digital currency system by definition requires partition-tolerance
(P) and availability (A). Consequently, the CAP theorem implies that consistency (C) must be achieved using
tools and techniques beyond the scope of the system model considered by the CAP theorem. Thus, to design
a cash-like system, one approach is to accept the risk of temporary inconsistencies (i.e., double-spending)
during offline use, and managing these risks through system-level safeguards. Such solutions include for
example:

• Secure hardware enforcement: Devices enforce local consistency and prevent double-spending us-
ing secure hardware. However, this is subject to the limitations and attack vectors of secure elements
that were discussed in Section 4.

• Use of transaction limits: Transaction and value limits per device reduce the risk if a device is
compromised. However, such a solution must be carefully designed. Limits that are set too low
may significantly reduce usability in practise, especially in environments where offline payments are
expected to cover a wide range of daily expenses. Finding the right balance between security and
practicality is therefore crucial: overly restrictive limits may discourage adoption, while overly gener-
ous limits increase the potential damage from compromise. A further caveat is that if enforcement of
these limits relies solely on the compromised device itself, an attacker might circumvent them, partic-
ularly in an offline scenario where no central authority can immediately verify compliance. This must
be taken into account when implementing such techniques. For example, it may require strong secure
hardware assumptions, possibly in combination with a remote attestation infrastructure that allows a
device to verify that it is communicating with a secure hardware element.

• Reconciliation and detection: One possible solution is to accept that inconsistencies may occur, but
ensuring that they can be detected and traced upon reconnection, possibly through adequate cryp-
tographic techniques that protect the anonymity of users while enabling reliable and non-framable
tracing of double-spending users.

Achieving a cash-like experience under the CAP theorem necessitates a compromise on consistency
and must instead rely on hardware-backed enforcement, after-the-fact fraud detection, and

transaction constraints to manage the resulting risks.
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5.2.2 Selective Violation of CAP Properties

Selective violation of the CAP theorem has the following consequences:

• Violating Consistency (C): This case corresponds to accepting that double-spending may occur tem-
porarily, if hardware assumptions fail. In this case, the risk can be addressed by safeguards such as
transfer limits and auditability. This path prioritises usability at the cost of some systemic risk.

• Violating Availability (A): Prioritising Consistency and Partition Tolerance would mean that trans-
actions cannot proceed during offline periods. In effect, this leads to an online-only system, where
offline payments are not possible, which is not a valid option for an offline Digital Euro. It also
introduces strong usability limitations, in rural or emergency contexts with limited connectivity, for
example.

• Violating Partition Tolerance (P): This is also equivalent to abandoning the offline modality. How-
ever, one can also consider a semi-offline mode as a trade-off, which will be described as the first
hybrid approach in Section 5.2.3 and in a more concrete context in Section 7.

Any distributed system intending to enable fully-offline, cash-like payments must accept that
consistency cannot be achieved purely on the network protocol level. This impossibility can be

circumvented through trade-offs in the offline requirement or secure hardware assumptions (see also
Section 5.2.3 and Section 7).

5.2.3 Hybrid Solutions

There are also hybrid approaches that may be used to balance privacy, accountability, and regulatory com-
pliance.

1. One approach to prevent double-spending is to consider a semi-offline setting, in which the sender
of a transaction is offline, but the recipient is online at the time of payment. In this model, the
sender transfers a digitally signed token (representing value) to the recipient, who then immediately
checks the validity and uniqueness of the token by querying a central online authority as a “validation
service”. If the token has already been spent, the transaction is rejected. Otherwise, it is accepted
and marked as redeemed by the central authority, preventing reuse and thus double-spending. The
communication model in this case resembles the architecture of traditional credit card or point-of-
sale systems, where only the merchant is required to have online access to authorise transactions.
Importantly, strong privacy for the sender can still be preserved through the use of cryptographic
techniques, such as blind signatures [Cha82], which allow tokens to be signed by the issuer without
revealing their content. This approach is discussed in more detail in Section 7. As a result, the
issuer and verifier can confirm the legitimacy of a token without learning who it belongs to. This
approach offers a practical trade-off: while it does not support fully offline payments, it enables
robust double-spending prevention with strong privacy guarantees, as long as the recipient maintains
an online connection.

2. Another approach is to detect double-spending after-the-fact, by introducing an auditor as a desig-
nated entity that can reveal the identity of users only in cases of double-spending. In this setting,
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cryptographic techniques can achieve that honest users remain fully anonymous (even to the auditor)
during normal, so that it impossible to trace honest users. However, the user’s identity is revealed if
a user spends the same token more than once [Bra94, CHL05, FPV09]. Conditional traceability may
provide accountability without undermining the anonymity of honest users. However, it is a trade-off
that also introduces new risks. For instance, if a significant delay occurs between a double-spending
event and its detection, it may become difficult to apprehend and penalise the attacker, especially if it
has already moved to a different jurisdiction.

5.3 Conclusions

There exists ideas and basic concepts for technical solutions that might enable a “cash-like” offline Digital
Euro, provided that one accepts fundamental limitations and trade-offs. Any offline modality inherently
requires partition-tolerance and availability, thus, consistency must be achieved using additional techniques
or assumptions, such as hardware enforcement or by considering a semi-offline approach, or the absence of
consistency is accepted and mitigated through auditability-on-abuse mechanisms.

By carefully combining privacy-preserving cryptographic tools with secure hardware, a semi-offline
system design, or conditional traceability, it may be possible to design a system that aligns with user- and
security expectations and regulatory requirements. Hybrid designs, considering a semi-offline setting or
using detection that preserves anonymity for honest users, may offer better trade-offs between security,
anonymity, and usability and thus yield more practical solutions. However, such designs must be carefully
studied and evaluated to ensure they provide robust guarantees in practise. Ultimately, the design must
reflect a carefully calibrated balance between different requirements, guided by realistic threat models and
aligned with societal goals.

A cash-like offline Digital Euro appears feasible, if trade-offs are accepted. Hardware assumptions
may be considered to prevent double-spending attacks. Hybrid approaches that consider a

semi-offline setting or enable detection of malicious users while preserving anonymity for honest
users may offer a practical way to circumvent the impossibility implied by the CAP theorem.

6 Double-Spending Prevention for Transferable Digital Tokens

Considered Question

4. How can the token-based offline modality prevent double-spending in situations with several
transactions in sequence and without any form of reconciliation in between? Conversely, how
can a reconciliation process be implemented while preserving the cash-likeness of the token-
based offline modality?

How can the token-based offline modality prevent double-spending in situations with several
transactions in sequence and without any form of reconciliation in between? The prevention of double-
spending in an fully-offline digital currency currently seems only possible under the assumption that the
user’s device contains secure hardware capable of reliably enforcing double-spending constraints, or by
considering a weaker form of “offline” usability, such as the semi-offline setting. This applies to any form
of offline transaction, be it a single transaction or a sequence of several transactions.
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Even if the hardware itself is secure, the system must also ensure that users communicate with genuine,
uncompromised devices. This typically requires remote attestation, a cryptographic protocol in which the
device proves to a verifier (e.g., another user’s device) that it is running authorised software in a trusted
hardware environment. Implementing secure and reliable remote attestation is itself a complex challenge,
particularly in a diverse and hostile device ecosystem. Thus, while hardware-based enforcement is necessary
for offline double-spending prevention, it introduces substantial technical and operational challenges that
must be carefully addressed.

Without secure hardware, a malicious user could duplicate tokens, enabling double-spending which is
undetectable until devices reconnect. If the system is not able to rely on real-time reconciliation to enforce
consistency, it must fully trust the device’s internal safeguards to act as a proxy for the central authority
present in an online system.

The prevention of double-spending in situations with several transactions in sequence and without
any form of reconciliation in between hinges entirely on the security of the hardware and its

resistance to tampering, cloning, or compromise. However, one may also consider hybrid
approaches.

Conversely, how can a reconciliation process be implemented while preserving the cash-likeness
of the token-based offline modality? To maintain cash-likeness, the system must uphold the key properties
unforgeability, double-spending resistance, anonymity, and (possibly) transferability.

Unforgeability and anonymity of a token-based offline currency can be achieved using standard
cryptographic techniques, such as blind signatures [Cha82], for example (cf. Section 7.2). Thus, the

reconciliation process must focus on the double-spending resistance, both in case of transferable
and non-transferable currencies. See Section 7.3 for a detailed discussion.

7 Technical Solutions for an Anonymous Token-Based Offline Modality

Considered Question

5. Considering existing research on the design choices of the Digital Euro, which technical so-
lutions might be helpful for implementing the token-based offline modality while preserving
anonymity?

A wide range of cryptographic techniques have been proposed to support privacy-preserving, token-
based digital currencies. We will illustrate what is technically feasible by focusing on basic blind signatures
as one particularly influential, well-understood, and readily available tool. This technique forms the basis
of some of the earliest and most foundational approaches to anonymous digital payments. By examining its
functionality, benefits, and limitations, we can gain concrete insight into how cryptographic techniques can
support the implementation of an anonymous, token-based offline modality of the Digital Euro.

In what follows, we explain how blind signatures work, how they can be used to build a privacy-
preserving, token-based, offline digital currency, and what additional mechanisms are needed to address
challenges such as double-spending and transferability.
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7.1 Blind Signatures

Blind signatures are a classical, very well-studied cryptographic tool. They are a form of digital signatures
that enables anonymous digital payments. A token representing a “digital coin” corresponds to a digital
signature of a random ID, and the signer (e.g., a bank) cannot link a given signature to a particular user.

7.1.1 Basic Functionality

A blind signature scheme involves two parties: the user, who wants a message m to be signed, and the
signer, who is in possession of a secret signing key sk with corresponding public key pk. The signer uses
sk to produce a digital signature s on m, but without ever seeing the message m or s. Using the public key
pk, anyone is able to verify that s is indeed a valid signature for m, which must have been issued by the
signer.

User
has m

obtains s

Signer
has sk

Blinded message [m]

Blinded signature [s]

Figure 2: Basic blind signing functionality. s is a digital signature of message m under the signer’s secret
key sk. The corresponding public key pk is publicly available to any party.

7.1.2 The Blind Signing Protocol

The user and the signer interact in a basic blind signing protocol (cf. Figure 2) as follows:2

1. Blinding: The user begins with a message m and applies a blinding transformation to produce a
hidden version of the message, denoted [m]. This blinded message is then sent to the signer.

Conceptually, this is akin to writing the message on a letter and placing the letter inside an envelope.

2. Signing: The signer, possessing a private signing key sk, applies the blind-signing algorithm to the
blinded message [m] without learning anything about the original message. The result is a blinded
signature, denoted [s], which is returned to the user.

Continuing the metaphor, this step corresponds to the signer placing their signature on the letter,
but without opening the envelope. For example, one may imagine that the user puts the message m
together with a carbon paper into the envelope. The signer signs the letter on the outside, and the
carbon paper transfers the signature through the envelope onto the letter inside the envelope. In the
digital world, blind signature schemes can achieve this by using well-known and practical standard
cryptographic techniques.

2This blind signature protocol is accurate for certain constructions of blind signatures, but only a simplified illustration of the
basic functionality for certain other constructions. For some blind signature schemes the protocol is more complex, e.g., requiring
multiple rounds of interaction.
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3. Opening: Upon receiving the blinded signature [s], the user removes the blinding to obtain the final
signature s on the original message m.

This is analogous to opening the envelope and obtaining the original message m along with the sig-
nature s.

Note that the signer sees neither the message m that he signs, nor the signature s, but only the blinded values
[m] and [s].

7.1.3 Security of Blind Signatures

The two standard properties expected from a blind signature scheme are:

• One-more unforgeability: Note that the user may obtain signatures for arbitrary messages from the
signer. If a user interacts with the signer N times to obtain signatures for N (different) messages, it
should be impossible for the user to obtain signatures for N + 1 different messages (i.e., it should be
impossible to forge a signature for an additional message).

Note that this property provides security for the signer, in the sense that the user is not able to create
signed messages without interacting with the signer. When used in a digital currency, this will provide
unforgeability of tokens.

• Blindness: Even if the signer receives a pair (m, s) consisting of a message m and a corresponding
signature s, which were obtained by the user in a prior execution of the blind signing protocol, the
signer is not able to link (m, s) to a specific execution of the blind signing protocol, and thus not to a
specific user.

Note that this property provides security for the user, in the sense that the signer is not able to link a
given pair (m, s) to the user that has chosen m and received s from the signer. When used in a digital
currency, this property will provide anonymity of users.

7.1.4 Realising Blind Signatures

Blind signatures can be realised in multiple ways and based on a large variety of different cryptographic
techniques. For example, there exist constructions based on the RSA scheme [Cha82]), based on discrete
logarithm techniques [Sch91, Sch90]), or based on lattice techniques [BLNS23], and many more.

As already mentioned in Section 5.1, the threat of quantum attacks must be taken into account. Currently,
quantum computers are not considered an active threat for the unforgeability of modern blind signature
schemes, and many schemes achieve blindness unconditionally (i.e., even against future quantum attacks).
For such schemes, quantum-security is currently not required. However, this will change immediately with
the advent of a quantum computer capable of breaking the security of the schemes in use. Therefore, all
cryptographic algorithms should either be quantum-secure from the outset, or at least be implemented in
a way that makes it possible to update or replace the algorithms in the running system to prepare for a
future situation where such a replacement may become necessary (“cryptographic agility”). Independent of
quantum attacks, cryptographic agility is strongly advisable, in order to be able to replace schemes in case
of potential cryptanalytic advances.
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7.2 Using Blind Signatures for Privacy-Preserving Digital Cash

Blind signatures can be used as a foundational building block in the design of privacy-preserving, token-
based, offline digital cash systems. In such a system, a (central) bank can issue tokens that users are able
to spend anonymously. This concept was first introduced in a seminal work by David Chaum [Cha82],
a foundational result for anonymous electronic payment schemes. In the following, we outline the core
ideas behind Chaum’s protocol. This serves to illustrate the applicability of blind signatures as a technical
solutions that might be helpful for implementing the token-based offline modality of a Digital Euro, and as
a foundation for a discussion of limitations that require additional tools.

7.2.1 Basic Token-Based Digital Currency

For the basic token-based offline digital currency, we assume the following system setup:

• The (central) bank has a secret signing key sk for a blind signature scheme. The secret key sk is
used to generate cryptographically-authenticated tokens as a digital equivalent of physical coins. The
corresponding public key pk is publicly known.

• Every token has a unique token-ID, which “labels” the token and serves as a unique identifier. A new
token is created upon withdrawal from a bank, and destroyed upon deposit. The central bank maintains
a list of all token-IDs that have been “destroyed”, i.e., of all tokens that have been in circulation and
then deposited at a bank.

• For simplicity, we assume that tokens have a fixed value, e.g., every token corresponds to a fixed value
of, say, 1 EUR. We will discuss later how to generalise this.

Based on this setup, the tokens are created, transferred, and deposited as follows.

• Creation of tokens via blind withdrawal. The withdrawal process creates new tokens. The user
(more precisely, the “first payer” in Figure 3) interacts with the payer’s bank, which in turn interacts
with the central bank, as follows.

1. The payer picks a token-ID m, which is a random number that uniquely identifies the token.
By choosing the random number from a sufficiently large interval, one can ensure that token-
IDs are unique, i.e., no two different token share the same token-ID, except for a small error
probability. This error probability can easily be made small enough to make it reasonable to
expect that it will never happen in practise. For example, choosing m as a random 32-byte
number is sufficient for all practical purposes.
Note that the list of token-IDs grows infinitely, and thus may become large. However, there
are possible trade-offs that can be used to reduce the size of the list. For example, one could
embed a timestamp in the token-ID, such as the month of withdrawal, and introduce a validity
period for digital tokens. Then it is only necessary to store the list of token-IDs that belong to
the current validity period. However, this is a trade-off in usability (due to the limited validity of
digital tokens, which is parameterised by the size of the validity period) and also in anonymity:
embedding a timestamp in the token-ID reduces the anonymity set from “all users of the system”
to “all users of the system that withdrew a token at a time that is consistent with the timestamp in
the token-ID”. A more fine-grained timestamp reduces the list size and the anonymity set, while
a more coarse-grained timestamp increases both anonymity and the list size.
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2. The first payer starts the withdrawal process with the payer’s bank. During this process, it runs a
blind signing protocol (such as the one described in Section 7.1) with the central bank, where the
messages are relayed between the payer and the central bank by the payer’s bank, as illustrated
in Figure 3. Thereby, the user obtains a token (m, s) consisting of a random token-ID m along
with a signature s over m by the central bank that authenticates the token.

3. The payer’s bank charges the corresponding amount to the user’s account.

Importantly, the withdrawal is “blind”, in the sense that neither the payer’s bank, nor the central bank
see the token-ID m or the corresponding signature s. They will only see the corresponding blinded
values [m] and [s].

Note that the link between payer and payee is hidden by the blind signature. However, neither the
withdrawal (despite being “blind”), nor the deposit of coins needs to be anonymous. Indeed, it rather
seems that withdrawal must be tied to the user’s identity to ensure funds are taken from the correct
bank account. Thus, the blindness of the token-ID and the signature in the withdrawal process is
merely to provide unlinkability between payer and payee, but not to achieve anonymous withdrawal.
Intuitively, a token-ID resembles the serial number of a banknote, and the blindness during withdrawal
technically ensures that the bank is not able to record the serial number of the banknote given to a
customer.

• Payment via transferal of tokens. In order to transfer the token (m, s) from one user to another, i.e.,
from the “payer” to the “payee” in Figure 3, the payer simply transmits (m, s) to the payee. Upon
receiving (m, s), the payee accepts the token only after checking that s is a valid signature for m
with respect to the central bank’s public key pk. This ensures that (m, s) is indeed a valid token,
authenticated by the central bank. In this case, the payee accepts the token and the transaction is
completed.

Double-spending attacks. A crucial and fundamental technical challenge that we need to consider
here are double-spending attacks, where a user transfers the same token to two different other entities
(other users or banks). There are two approaches to deal with such attacks, which are either outright
prevention or after-the-fact detection. This challenge can be approached in various ways, but it re-
quires a thorough and detailed discussion of different approaches and their functionality, benefits, and
limitations. We provide this in Section 7.3. For now, let us assume that there is some way to ensure
tokens are not double-spent.

• Deposit and destruction of the token. In order to deposit the token in its bank account, the final payee
transmits (m, s) to its bank. The bank accepts the token only after checking that s is a valid signature
for m with respect to the central bank’s public key pk. If this check is passed, then the payee’s bank
accepts the token and the corresponding amount is credited to the payee’s bank account. Furthermore,
the payee’s bank tells the central bank to record the token with token-ID m as “destroyed”.

It is crucial to consider double-spending attacks here as well. However, since we assume that a
bank is “online”, it is significantly easier to detect double-spending during deposit of tokens. For
instance, to check that a token (m, s) with pseudonym m has not been deposited at a bank before, the
payee’s bank may communicate with the central bank, to check whether the token with id m has been
“destroyed”. If yes, a double-spending attack is detected and prevented by not accepting the token.

28



Central Bank
has sk

Payer’s bank Payee’s bank

Payer Payee

Blind withdrawal ([m], [s]) Deposit(m, s)

Payment

(m, s)

Figure 3: Illustration of digital cash using blind signatures. Solid lines depict transactions that may be
considered “online”, i.e., with an active communication channel to the central bank. While users are com-
municating with their retail bank, the retail banks may involve the central bank for certain operations, either
by directly communicating with the central bank or by relaying messages between the user and the central
bank. The dashed line depicts an“offline” transaction, which is performed directly between two users and
possibly without communication to a central entity.

The digital currency described in this section is not a full-fledged design of a digital currency. It is
meant as a simple example, to illustrate the use of technical solutions that may be helpful for

implementing the token-based offline modality while preserving anonymity. It also provides a basis
for the discussion of functionality, benefits, and limitations.

7.3 Analysis of Functionality, Benefits, and Limitations

We examine to which extent the basic blind-signature-based digital currency described above is “cash-like”,
in the sense defined in Section 2.4. We need to consider the four properties unforgeability, double-spending
resistance, anonymity, and transferability. Let us first consider unforgeability and anonymity:

1. Unforgeability: Recall that unforgeability refers to the ability of creating new tokens. The one-more
unforgeability property of the blind signature scheme provides that validly authenticated tokens can
only be created by interacting with the central bank, i.e., with the approval of the central bank. No
user is able to create more tokens than those that were signed by the central bank, i.e., more than those
withdrawn from the bank.

The basic digital currency is unforgeable, provided that the blind signature scheme is
one-more unforgeable.

2. Anonymity: As explained in Section 2.4, anonymity requires that tokens are pseudonymous and
unlinkable. Note that both properties are achieved by the basic digital currency described above. The
token-ID m used to identify an individual token is a random number, without any reference to a user or
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another entity of the system. When creating the token in the withdrawal process, the bank learns only
that the user has withdrawn a token, and thus can reflect this in the user’s bank account. However, due
to the blindness property of the blind signature, the bank is not able to link the withdrawal process to
the token-ID m of the token. Furthermore, the blindness property of the signature scheme also makes
it impossible to link a token (m, s) which is transferred to a user or deposited at a bank to the user
that withdrew the token.

The basic digital currency is anonymous, provided that the blind signature scheme has the
blindness security property.

It remains to discuss double-spending resistance and transferability.

7.3.1 Double-Spending Resistance

To understand how double-spending can be prevented, we consider three distinct settings:

1. Fully offline, no hardware assumptions: In this setting, users operate without internet connectivity
and without relying on secure hardware. To ensure usability, the system must guarantee availability,
and due to offline operation, it must tolerate network partitions. According to the CAP theorem (cf.
Section 3), these two properties necessarily come at the cost of consistency.

This lack of consistency is not merely a theoretical concern, but there is a concrete double-spending
attack on the system that breaks consistency. This attack works as follows: A user withdraws a token
(m, s) and transfers it to two different payees. Since both payees are offline, neither can check if the
token has already been spent. As a result, both accept the same token. When the payees later attempt
to deposit the token with the bank, only the first succeeds. The second is rejected because the token
has already been “destroyed”.

In a fully offline setting without secure hardware, double-spending cannot be prevented. This
is a direct consequence of the CAP theorem.

2. Fully offline, assuming secure hardware: To overcome the above limitation, we can rely on secure
hardware. Recall that this secure hardware may either be a dedicated device like a smart card or a
secure environment within a smartphone (cf. Section 2.5).

In this setting, tokens are stored and managed entirely within the secure hardware. The hardware
ensures that:

• Tokens can never be exported to untrusted environments.

• All actions (withdrawal, transfer, deposit) happen through the secure hardware.

• When a token is spent, the payer’s hardware permanently deletes it.

• The payee’s hardware also enforces deletion upon onward transfer to a different user or deposit
at a bank.
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This guarantees that tokens cannot be duplicated or spent more than once, even when all parties are
offline. Moreover, it allows for offline transferability between users without bank interaction.

It is important to emphasise that the security of this approach critically depends on ensuring that tokens
are never exposed to untrusted environments. Moreover, whenever tokens are withdrawn, transferred,
or deposited, it must be guaranteed that they remain within secure hardware at all times. This means
that only secure hardware elements are allowed to participate in these operations. Consequently,
each secure device and the banks must be able to verify that their communication partner is also a
trusted secure hardware module, and that the communication channel is cryptographically secure.
Achieving this typically requires additional infrastructure, such as remote attestation protocols, which
are essential for maintaining the integrity and security of the system.

This is a very strong, but crucial requirement on the secure hardware: the system must remain secure
even against malicious (and potentially resourceful) users that are in possession of a device and can
attempt arbitrary tampering (cf. Section 4). This requirement must be fulfilled at any point in time,
by all devices, and even against very resourceful attacks. Due to the large variety of known hardware
attacks, it seems necessary to implement this approach only together with additional system-level
security measures in place (see Section 4).

Assuming that secure hardware that reliably prevents double-spending, it is possible to
implement an offline digital currency with “cash-like” properties, that is, which is

unforgeable, resistant to double-spending, anonymous, and transferable. However, this
approach relies on the very strong assumption that the hardware remains secure even in the

hands of malicious and resourceful users.

3. Semi-offline, no hardware assumptions: In this setting, the payer is offline, but the payee is online at
the time of the transaction. This setup resembles traditional systems such as credit cards or point-of-
sale terminals, where the merchant (payee) is online, but the customer (payer) is not (cf. Section 5.2).

Upon receiving a token from the payer, the payee can immediately deposit it with the bank or query
the central system to check whether the token has been spent and destroyed before. If not, then the
system accepts it and marks it as destroyed, thereby preventing double-spending.

Although this setting does not support true transferability, where tokens can be passed directly from
one user to another, this functionality can be effectively emulated. Since the payee is online, they can
immediately withdraw a new token after depositing the received one. This simulates the behaviour of
a transferable digital currency while maintaining security against double-spending.

The semi-offline setting makes it possible to obtain a digital currency which is “cash-like”,
i.e., unforgeable, double-spending resistant, anonymous, and transferable, without very strong

hardware assumptions. It is a trade-off between online requirements and trust in secure
hardware. Importantly, note that the semi-offline setting provides anonymity despite there is

some online verification of the validity of tokens.
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7.3.2 Detecting Double-Spending

Rather than aiming to prevent double-spending entirely, an alternative approach is to focus on its detection,
coupled with accountability, i.e., the ability to reliably identify users who double spend. The threat of
penalties for detected misuse can serve as a deterrent. The basic idea of this approach is to introduce an
auditor that can reveal the identity of users only in cases of double-spending, while honest users remain
fully anonymous (even to the auditor) during normal use.

Digital currencies based on the basic protocol outlined in Section 7.2 can support such detection mecha-
nisms by replacing the underlying blind signature scheme with a more advanced construction. One example
is the e-cash scheme by Brands [Bra94], a cryptographic protocol for anonymous digital payments that pro-
vides strong privacy, unforgeability, and double-spending detection with accountability, and several follow-
up works such as [CHL05, FPV09]. In these schemes, tokens remain unlinkable to a user’s identity, unless
the same token is spent more than once. In that case, the double-spending behaviour can be detected, and
the misbehaving user’s identity is revealed in a non-framable way. Although the original Brands scheme
does not support transferability of tokens between users, later works have proposed transferable variants
[BCFK15, BFQ21].

However, this approach requires an additional security property, namely non-frameability [Bra94], which
provides that no entity (not even the central bank) can generate evidence of double-spending that falsely im-
plicates an honest user.

A key drawback of the double-spending-detection-based approach is that it reveals identities of mali-
cious users. It is presented here as another conceivable option that enables a fully-offline setting that provides
anonymity for honest users without relying on strong hardware assumptions (cf. Table 2), thereby offering
another option to circumvent the limitations implied by the CAP theorem.

If deanonymization of dishonest users at a global level (i.e., the Eurosystem) is not considered accept-
able even when honest users remain unconditionally protected, a more decentralised approach could be
considered, for example, through retail banks or payment service providers.

Furthermore, one could use cryptographic techniques such as secret sharing or threshold cryptography to
ensure that multiple independent parties must cooperate before deanonymization of dishonest users is pos-
sible. While designing such a solution may be possible in principle with known cryptographic techniques,
developing a concrete design would first require a precise specification of requirements.

If deanonymization of dishonest users is generally not acceptable, then alternative approaches can be
considered to balance security, privacy, and system design requirements.

7.3.3 Beyond Fixed-Value Tokens

We have focused on fixed-value tokens, realised via basic blind signatures, because their conceptual simplic-
ity makes it easy to describe and concretely illustrate the possibility of achieving unforgeability and strong
anonymity, and the challenges and different options of achieving double-spending resistance. However,
there is a large variety of cryptographic techniques that can be used to extend the functionality of this basic
approach.

For example, Chaum’s basic protocol based on blind signatures described in Section 7.2 issues tokens of
fixed denominations. Supporting arbitrary payments (e.g., paying 2.75 EUR with a 5 EUR token) requires
splitting tokens, or generating new tokens for change. At the same time, it must be ensured that no extra
value is created or misused, and anonymity must be preserved. There are several cryptographic techniques
to address the challenge of allowing a user to make a payment for less than the value of a token and receive
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the remaining value as a new token (or tokens), without compromising privacy, unforgeability, or double-
spending detection, such as [Oka95, CHL05, CG07, CPST15b, CPST15a, BPS19], for example.

Another practical approach that could be considered is to introduce tokens of varying denominations
(e.g., 1 ct, 5ct, 1 EUR, 2 EUR, 10 EUR, 50 EUR etc.) and let users withdraw a collection of such tokens.
The total value of withdrawn tokens may even exceed the desired withdrawal amount, if the secure hardware
on the user’s device ensures that the total value of tokens spent never exceeds the total value withdrawn.
During a payment, the device selects and transfers the appropriate combination of tokens to match the
payment amount, while enforcing that leftover tokens remain unused. This approach avoids real-time token
splitting while preserving both unforgeability and anonymity, but assumes security of the hardware.

7.3.4 Discussion of Benefits and Limitations

The blind-signature-based approach offers several benefits but also comes with limitations. Its most impor-
tant benefits are:

1. Unforgeability: The unforgeability of blind-signature-based tokens can be achieved in a very strong
way, based on well-understood standard cryptographic techniques.

2. Anonymity: Thanks to the blindness property, the bank signs tokens without learning their identifiers.
This ensures in particular that deposited tokens cannot be linked back to the withdrawal process,
providing unlinkability and strong user privacy.

3. Simplicity: The basic design is conceptually simple and can be realised with standard techniques.
This simple foundations can be extended with advanced techniques. For instance, it is possible to
support double-spending detection, certain forms of accountability, or flexible denominations, if re-
quired by the overall system design.

4. Cash-like payment flow: Users can withdraw tokens from a bank and later spend them directly with
merchants, closely resembling the way physical cash works.

The following limitations must be considered:

1. Double-spending resistance: The CAP theorem applies also to blind-signature-based protocols.
Thus, like any other offline-capable digital currency, also the blind-signature-based approach requires
secure hardware or semi-offline verification or a combination of both.

2. Transferability: Basic schemes do not allow the same token to be freely transferred between users
without eventually involving the bank. If transferability is a requirement, then additional mechanisms
or secure hardware assumptions are required.

3. Accountability: Since accountability inherently requires deanomymization of users, it fundamentally
contradicts anonymity. This applies to digital cash in the same way as to physical cash. However, the
digital world enables different trade-offs to balance user privacy with traceability by authorities. Both
organisational and technical measures can be considered here, if this is required.
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A digital currency where tokens are realised using blind signatures can achieve strong guarantees of
anonymity and unforgeability without requiring secure hardware to achieve these properties. The
basic protocol is conceptually simple and implements a cash-like payment flow. Double-spending

resistance, transferability, and accountability depend heavily on system design choices. A fully
offline setting fundamentally requires secure hardware. A semi-offline architecture can provide a

different trade-off in terms of trust and usability. More advanced schemes can extend functionality
by enabling accountability or flexible denominations, illustrating a rich design space for building

truly “cash-like” digital currencies.

7.4 Other cryptographic tools for privacy-preserving digital tokens

The type of blind signature schemes considered in this section correspond to the original notion of blind
signatures, as introduced by Chaum in [Cha82]. Numerous extensions of this concept have been developed,
some of them quite recently, including non-interactive blind signatures [Han23, BCGY24, HPZ25] and
partially-blind signatures [MS98, AO00, Oka06, BPV12, dPK22, KLLQ23], for example. Furthermore,
there is a very large body of other cryptographic tools, which enable other forms of “privacy-preserving,
unforgeable digital tokens” that may be useful for the design of a privacy-preserving digital currency. These
include, for example, anonymous credentials [CL01, CV02, CL04, BCGS09, CKLM14], zero knowledge
proofs [GMR89, BFM88, Gol01, GOS06, GS08, Gro16, BBB+18], so-called OPRFs [CHL22], and general
secure computation protocols [EKR18], for example.

The selection of appropriate cryptographic tools depends heavily on the specific requirements and con-
straints of the digital currency system under consideration. Without committing to a particular system
design, it is arguably unproductive to delve into the subtle distinctions between these different notions. For
this reason, we focus here on basic blind signatures, as a concrete example of a cryptographic tool that may
be used in an offline modality of a Digital Euro. Our goal here is primarily to convey its essential workings,
to clarify what guarantees privacy-preserving cryptography may offer and where its limitations lie.

When properly integrated into the system architecture, modern cryptographic techniques can enable
digital cash to achieve key properties of physical cash, such as unforgeability and anonymity.

7.5 Conclusions

The design of a secure privacy-preserving digital currency requires a careful and holistic integration of
different tools and techniques. For example, blind signatures can be easily used to build a digital currency
that is unforgeable and anonymous. A fundamental challenge for any offline digital currency is to achieve
double-spending resistance, which inherently requires trade-offs. A fully-offline setting requires secure
hardware that prevents double-spending (see the second setting considered in Section 7.3.1). Alternatively,
one may consider a semi-offline setting (third setting in Section 7.3.1), which uses online verification by
the recipient of a transaction without sacrificing anonymity. One may also consider combinations of both
approaches, such as using the semi-offline approach by default and the hardware assumption as a fallback.

The appropriate selection and integration of these tools depends on the overall system design and the
specific security and functionality properties required by the system. A robust design must therefore select
appropriate cryptographic tools and ensure that they are composed correctly within the system’s architecture,
balancing usability, efficiency, and threat resilience.
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An anonymous offline modality of the Digital Euro appears feasible, provided that the system is
designed based on a suitable combination of adequate cryptographic tools. A fully offline variant

requires secure hardware (cf. Section 4.3) to prevent double-spending and enable transferability. A
semi-offline modality could possibly be realised even without or based on weaker secure hardware

assumptions. Importantly, while it appears technically feasible to implement a secure and
anonymous offline modality for the Digital Euro, doing so would constitute a significant research

and development effort.

The development of an offline modality of the Digital Euro requires a precise and comprehensive speci-
fication of all functional and security requirements, which can be used as a basis for the system design. This
system design must clearly state the assumptions made about the underlying cryptographic primitives and
the secure hardware components involved.

Both the requirement specification and the system design should be developed in a transparent manner
to support and actively encourage external scrutiny and independent review.

An overview of different approaches and how they can achieve unforgeability, anonymity, double-
spending resistance, and transferability is given in Table 2.

Scheme Pa
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Unforgeability Anonymity Double-spending Transferable

Secure hardware only ✓ ✓ HWA HWA Prevention, HWA HWA
Blind sigs. + secure HW ✓ ✓ Cryptographic Cryptographic Prevention, HWA HWA
Blind sigs. (semi-offline) ✓ ✗ Cryptographic Cryptographic Prevention ✓(a)

Blind signatures online ✗ ✗ Cryptographic Cryptographic Prevention ✓(a)

Transferable e-cash ✓ ✓ Cryptographic Cryptographic(b) Detection only ✓

Table 2: Comparison of different basic approaches by their properties and required assumptions. Impor-
tantly, this table merely aims to illustrate some possible trade-offs, and many variants with different trade-
offs and additional properties can be considered. A concrete recommendation of a specific variant can only
be made based on a precise formulation of all functional requirements, security requirements, and accept-
able risks and assumptions.
The columns “payer offline” and “payee offline” refer to the possibility of the respective user to be offline
at the time of the transaction. “HWA” means that the considered property must be enforced by a secure
hardware assumption. Note that the expected security properties get stronger (i.e., less realistic and more
difficult to achieve) with an increasing number of different properties that the hardware has to provide. Ex-
tending existing hardware with additional functionality required by a digital currency may be difficult or
impossible, in particular in a backwards-compatible way. Developing new hardware may be expensive and
time-consuming. (a)Can be emulated to the user. (b)Only for honest users.
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8 Conclusions

This report comes to the conclusion that an anonymous, cash-like offline modality of the Digital Euro
seems technically feasible, but it requires a carefully orchestrated combination of cryptographic techniques,
hardware assumptions, and systemic safeguards (Section 5.1).

Certain properties (most notably unforgeability and anonymity) can be guaranteed very strongly using
well-understood cryptographic methods. Using adequate cryptographic tools, even certain forms of account-
ability, which seemingly contradicts anonymity, can be realised in a way that honest users are protected and
deanonymization is only possible for malicious users (Section 7.3.2). In contrast, other key requirements,
such as double-spending resistance and transferability, face inherent constraints rooted in the CAP theorem
(Section 5.1, Section 6). These limitations do not preclude a solution, but they necessitate careful and prag-
matic choices, such as the use of secure hardware assumptions or weakening the offline requirements by
considering a semi-offline setting (Section 5.2.3). Importantly, the required security assumptions should be
as weak (i.e., as realistic) as possible, and used only where inherently required (Section 2.5, Section 4.3). For
example, secure hardware assumptions should not be used to achieve anonymity when this property can be
achieved much more reliably using well-understood cryptographic techniques (Section 7.5). It must also be
taken into account that even if a certain hardware device is considered secure for traditional cryptographic
use cases, such as secure key storage, it may not provide adequate protection against the more complex
fraud scenarios in offline digital currencies, such as double-spending attacks. Physical proximity emerges
as a property that is difficult to enforce reliably in a digital context, and thus it appears more promising to
pursue designs whose security does not depend on robust distance-bounding (Section 2.4.2).

The design of a Digital Euro must balance these trade-offs transparently, with clear requirements and
robust threat models.

An anonymous, offline, cash-like Digital Euro is a credible prospect, but also a demanding design
challenge. Achieving it requires a multi-faceted approach that combines strong cryptographic

guarantees with realistic and well-understood hardware assumptions, trade-offs, and transparent and
open design. If these elements are aligned, it seems possible to build an offline modality that offers

the expected security, privacy, and usability properties.

On the necessity of open and transparent system design. Lack of cash-like anonymity and the risk of
attacks are real and credible threats in a digital currency system, which may severely hinder its acceptance.
The best way to mitigate and respond to these risks in a democratic and trustworthy way is to open up the
entire system for public scrutiny. The digital currency system must:

1. Clearly document the requirements, security goals, and attacker models for every component.

2. Publish its protocols and the underlying security assumptions.

3. Provide open-source implementations of both software and hardware.

4. Actively encourage independent experts and ethical hackers to test, analyse, and help improve the
system.
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An open and transparent design not only delivers stronger and more future-proof security, it also
ensures legitimacy in the eyes of citizens. By demonstrating that the Digital Euro is built in line

with Europe’s traditions of openness and protection of fundamental rights, one can foster the trust
and acceptance necessary for its success.

A prime example of the great success of a transparent design approach is the DP-3T (“Decentralized
Privacy-Preserving Proximity Tracing”) project [TBB+22], developed during the COVID-19 pandemic to
enable contact tracing while preserving user privacy. Its core protocols, cryptographic assumptions, and
threat models were made fully public from the outset, and the implementation was released as open source.
This transparency allowed for wide-ranging independent analysis and critique, resulting in high public trust.
Several European governments ultimately adopted DP-3T-based systems, precisely because their openness
fostered both technical robustness and societal acceptance. This demonstrates how transparency and com-
munity engagement are practical prerequisites for secure and widely accepted digital systems.
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[CPST15b] Sébastien Canard, David Pointcheval, Olivier Sanders, and Jacques Traoré. Scalable divisible
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