%' Why I think that the EU is once again making itself look ridiculous worldwide with its
ridiculous overregulation, mainly due to a lack of understanding of technology that has
been around for over 1.5 decades. {J

s#* Counterarguments to the EDPB Blockchain Guidelines
(April 2025)

1. B

. £22 Contradiction with MiCA's Intention
e The MiICA (Markets in Crypto-Assets) regulation was designed to enable innovation
and provide regulatory clarity for crypto assets and blockchain technology across the
EU.

e EDPB's guidelines risk undermining this objective by introducing legal uncertainty and
compliance burdens that could be interpreted as de facto bans on permissionless
blockchain use.

C\, You cannot promote crypto innovation under MiCA while simultaneously making
GDPR compliance technically infeasible for decentralised systems.

2. [=]| Decentralisation # Lack of Accountability

e The assumption that blockchain actors cannot be held accountable ignores new models
of responsibility like:

o Smart contract auditors
o Validator governance
o Layer 2 compliance interfaces
e Emerging standards like Decentralised ldentifiers (DIDs) and Zero-Knowledge

Proofs (ZKPs) offer accountability with privacy—but EDPB's framework doesn’t reflect
this.




3. 11| Storing Personal Data On-Chain Is Already Avoided

e Most serious Web3 projects never store raw personal data on-chain.
e They use:

o Hashing

o Off-chain storage (e.g. IPFS)

o Tokenised references

e The current industry trend is towards data minimisation and off-chain data
anchoring—GDPR-compliance is already part of good blockchain architecture.

4. [T Imposing Erasure Rights = Blockchain Breakdown
e A blockchain’s immutability is what ensures:
o Security
o Data integrity
o Trustlessness

e Requiring a right to erasure (Art. 17 GDPR) would mean destroying the very property
that makes blockchains valuable and secure.

“2 Trying to retro-fit GDPR's "right to be forgotten" onto blockchains is like requiring
fireproof paper in a digital world.

5. ¢ Stifling Innovation and Investment

e Legal uncertainty causes:
o Startups to relocate outside the EU

o Investors to avoid the EU market



e Blockchain technologies are being actively embraced in:
o Finance (tokenisation)
o Supply chains (traceability)
o Healthcare (tamper-proof logs)
o Digital identity (SSI)

e These innovations cannot thrive if every implementation is assumed to violate GDPR
by default.

6. {J Technical Solutions Exist — But EDPB Ignores Them

e Solutions like:
o ZKPs for private transactions
o Selective disclosure
o Off-chain credential systems
o Data-substitutable references

e These approaches are well-documented and already in use, but the guidelines read as
if the technology hasn’t evolved since Bitcoin 2009.

7. () Global Competitiveness Is at Stake

e The U.S., UAE, Hong Kong, and Singapore are building crypto-positive regulatory
frameworks.

e EU overregulation on data protection without understanding decentralisation could
drive entire ecosystems away.




{74 Summary: Key Advantages of Blockchain & Crypto

(Pro Points)
Benefit

4 Security
[ Transparency

€. Privacy Innovation

€ Global Inclusion
J- Automation
2% Traceability

[T Neutral Infrastructure

2] Market Efficiency

@ Programmable Money

£ Data Anchoring

B Alignment with EU
Values

Description

Immutable and tamper-proof transaction history
Public verification and auditability of records

ZKP, DIDs, and confidential transactions respect data
ownership

Bankless populations gain access to digital economies
Smart contracts reduce operational risk and manual error
Provenance in supply chains, health data, identity etc.

Trustless, censorship-resistant architecture for digital value

Tokenisation unlocks liquidity in previously illiquid assets
Enables new financial primitives: DAOs, DeFi, stablecoins
Secure audit trails for off-chain records

When done right, crypto supports privacy, decentralisation,
and innovation

- Final Thought

The EDPB’s well-meaning emphasis on data protection risks creating legal friction
with no practical benefit, and may ultimately undermine Europe’s leadership in

digital innovation.
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