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About TeamViewer   
 
 
 
 
 
TeamViewer is a leading global  technology company that provides a connectivi ty  
platform to remotely access,  control ,  manage,  monitor ,  and repai r  devices of  any 
kind – from laptops and mobile phones to industrial  machines and robots.   
 
Al though TeamViewer is free of  charge for pr ivate use,  i t  has more than 600,000 
subscribers and enables companies of al l  sizes and from al l  industr ies to digi tize 
their  business-cri tical  processes through seamless connectiv ity.   
 
Against the backdrop of global megatrends l ike device prol i feration , automation 
and new work,  TeamViewer proactive ly shapes dig ital  transformation and 
continuously innovates in  the f ields of  Augmented Real ity ,  In ternet of Things and 
Artif ic ial  In tel l igence.  Since the company’s foundation in  2005,  TeamViewer’s 
software has been instal led on more than 2.5 bi l l ion devices around the world .   
 
The company is  headquartered in Goppingen, Germany , and employs around 1,500 
people  global ly.  In  2020, TeamViewer achieved bi l l ings  of EUR 460 mi ll ion.   
 
TeamViewer AG (TMV) is  l isted at Frankfurt  Stock Exchange and belongs to the 
MDAX. Further  information  can be found at www.teamviewer.com. 
 
 
  



 

TeamViewer welcomes the new guidel ines,  and wish to submit  comments to the 
European Data Protect ion Board.  
 
 

Page  Text  Comments  
p45 

§145 
Use of layered 
approach 

In  TeamViewer ’s  opinion  pseudonymized da ta 
should be  seen a s  an  appropr iate  candidate  to  
layered approa ch.  
 
When processing vast  amounts of  data ,  the  
layered a pproa ch is  indeed the best  approach 
in  order  to give re l evant  informat ion to the  da ta 
subject ,  and not only  a  huge  l ist  of  
t imestam ped events occurr i ng on  a  
server/appl i cat i on.  Provi ding such amount  of  
data wi l l  over load the data  subject  without  
prov id ing  them any  benefit .  
 
TeamViewer agrees with the opini on expressed 
in  this  sect ion  145.  A ddi t iona l ly ,  
pseudonymized data may lead  to  “apparent  
di ff icul t ies  for  the  data subject  to grasp or  
comprehend the information”  (p.45  point  145) ,  
as such data  ca n be  used for ana lyt i cs or  
stat ist i cal  purposes,  and therefore  being  
present  in  a  company IT  system in  huge  
vol ume.   

p10  §32 Providing a paper 
copy if  data subject 
requests it  

In  TeamViewer’s  opin ion,  a  company should  
always have  the  opt ion to send ba ck  data  in  a n 
e lect ron ic  format  rather  than a paper  copy,  
especia l ly  when deal i ng  with a  request  that 
requ ires  an extens ive response ( l i ke  provid ing  
subsequent  data in  a  layered  a pproach).  
 
Other  tha n the  volume of  data  genera l ly  held  by  
companies presenting  a cha l lenge,  a  good deal  
of  the  data companies process about  da ta  
subjects  may both  be  unst ructured and only  
machi ne readabl e .   
 
Prov id ing  such in format ion  in  pr int  would 
subsequent ly  not only  be non-feas ib le  but also 
unhe lpful  to  the  data subj ect  a s interpretat ion  
would be hugely di f f icult .  Pr int ing it  on paper  
typi cal ly  prov ides l imited benefi ts to  the da ta  
subject  (there  being no easy  way  to  manipulate  
or  t ra nsfer  the  data between services a nd 



 

devi ces) ,  non-envi ronmenta l ly  f r iendly ,  a nd 
involves i ncrea sed r isks of breaches ,  especia l ly  
i f  the Data  Subj ect  request  data previously  
covered  by  a  layered approach.  Sending the  
data  back  by e lectroni c means i s easier for  a l l  
the part ies (ea sier  to  generate,  a nd easier to  
reuse) ,  and prov ides heightened secur ity .   
 
Alte rnat ive ly ,  where  the  provis ion of a  paper 
copy would  be 'ma ni fest ly  unfounded or  
excessive '  the  company should  be  able  to  of fer  
the prov ision  of the data for  free by e lect ronic  
means and absorb the cost ,  or  to  provi de  the  
data  in  a  paper format at  the min imum 
rea sonable  cost  to be borne  by  the  subject .  
Th is  woul d addit ional ly  match the  spir i t  of  the  
proport ional i ty  provis ions under  art  12(5)  
GDPR .  

p35 
§108 

Data in the backups 
 

In  TeamView er ’s  opin ion there is no  benef it  for  
the data subject  to  a lso be provided previous 
versions of the data i n addi t ion,  as such da ta 
wi l l  be predomi nant ly  i naccurate and not  up to 
date.  
 
Backups are re f lect i on  of the then current  l i ve  
system. They wi l l  therefore be out  of  date  
compared to l i ve data ,  covered in a ny event  
under  a  DSR.   

p22 §54 Request sent to  a 
non-reply  address 

In  TeamViewer’s opinion,  the EDPB shoul d 
state  clear ly  that requests coming through 
such channels  a re  not  considered val id  
requests.  Where  a n a ppropr iate  channel  has 
been set  and the  cha nnel  to w hich the request  
was sent  i s  clea rly  ma rked as  ‘no  reply ’  
TeamViewer’ s v iew is  that  this  channel  should 
not  be  an  appropr iate  route  to receive and 
respond to data  subj ect  requests.   
The emails  sent  to a  no- reply  a ddresses a re  
general ly  not stored and or  processed.  A ny  
request  coming through such channe l is  
therefore  lost  and can't  be  a nswered from a  
technical  sta ndpoint .   
TeamViewer  recognises  however that  da ta 
subject  must  be a bl e to easi ly  understand that  
an  ema il  a ddress i s  not  designated  for  a  certa i n  
type of request .  In  TeamViewer’ s v i ew this  
should be  tem pered by a  requi rement  that 
messages to ‘no rep ly ’  emai ls  should receive an 



 

automat ic  reply  di rect ing  the  subject  to  a  
mailbox  w hich is  moni tored.  

p26 §71 
to 76  

Authenticat ion of the 
requester  

TeamViewer  provides a f ree  vers ion of  some of  
i ts  products.  When a  user  creates an  a ccount  
in  TeamViewer products ,  the minimum 
informat ion  needed is  an  e-mai l  address and 
pa ssword.  TeamViewer  seek no  a ddi t ional  
in format ion,  as it  i s  not needed to use i ts  
products.  Th is decis ion is a  del iberate effort to  
al ign  with  the pr incip l e of  data minimisat ion.  
 
In  TeamViewer ’s  opinion ,  there is  no way of  
easi ly  cert ify  the  i dent ity  of  the  data subject  in  
regard to  the  informat ion stored i n product ion  
systems under  an emai l  a ddress .  Addi ng to  
that ,  TeamView er has very l imited amount of  
personal  data  that  is  stored  in  system s:  (no  
bi l l ing i nformat ion eg. ) .  Therefore ,  consider ing 
that  a  request  coming from an authenticated 
user  a s val id ,  would  seem a proport ionate 
measure of  authent ica t ion (e . g.  a  request made 
v ia  our  software w hi le  being connected to it ,  or  
with MFA ).   
 
Also,  in TeamViewer opin ion the  EDPB shoul d 
state  that  (attem pt ing  to)  decrypt  encrypted 
user  data  to col l ect  i nformat ion  in  an attempt  
to  ident i fy  the  data  subject  is  d isproport ionate.  
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